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ANALYSIS OF METHODS FOR INFORMATION SECURITY
LEVEL ASSESSMENT OF INFORMATION
AND COMMUNICATION INFRASTRUCTURE OBJECTS

In the world of automated digital technologies, one of the main tasks of the enterprise is to find an
effective way to prevent the implementation of information security risks. In case to achieve these goals,
various evaluation methods are currently used. Basically, any research begins with a literary review of
the research topic development. Consequently, this article is a literary review of current methods, tools,
and standards for assessing information security of systems, formed through scientific materials from
the Scopus and Web of Science databases. Also, this paper examines the analysis of existing methods for
assessing the level of information security in the objects of information and communication infrastructure.
Based on literature review provides an analysis of information security level assessment methods. This
article performs the results of research to an analysis of information security level of information systems
within the framework of the project with grant funding from the Ministry of Education and Science of the
Republic of Kazakhstan, grant number AP13067916.
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Introduction. Currently, there are no organizations that would not face certain threats in
information security, for example, malware, Internet fraud, phishing, impersonating another
person, DoS, and also, the associated risks to their information systems [1-3]. Along with
the large number of considerable risks to which each organization is bare now are active
risks of information technology arising as of inadequately established domestic processes,
people, and systems or from damaging outdoor events, such as computer attacks on re-
sources [4-6].

The main aim in ensuring information security is to defend the business itself, the capa-
bility to defend its connected IT assets, guaranteeing privacy, integrity, and accessibility of
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information and information systems, as well as ensuring the confidentiality of the organi-
zation's resources [7].

Analysis of information security level assessment methods. In this regard, this ar-
ticle provides a systematic literature review of methods, techniques, and tools related to
the prevention of threats to information security. A literature review on the use of various
methods for assessing the level of information security of information and communication
infrastructure (ICI) objects was compiled through the manual [8], which provides aspects of
conducting a systematic review of the literature of a specific research area proposed by the
authors B.Kitchenham and S.Charters.

A systematic literature review is a form of secondary research that uses a well-defined
methodology to identify, analyze and interpret all available evidence related to a specific re-
search issue A systematic literature analysis is a form of consequential research that uses a
definite methodology to associate, analyze and clarify all available confirmation allied to cer-
tain research arise [8]. This method of conducting a literary review makes it possible to save
time resources and narrow the list of analyzed literature by filtering through keywords.

The sources in the systematic literature review are the scientific Internet resources "Sco-
pus" and "Web of Science". First of all, it is necessary to determine the keywords to search
for relevant literature in the scientific platforms "Scopus" and "Web of Science".

The following words were selected as keywords for the search:

— assessment methods;

— information security;

— objects of information and communication infrastructure.

Considering the above keywords, statistics of published documents were compiled in
the context of web sources. In Figure 1, you can see the publication trends corresponding to
the search keywords of the study area. This graph shows certain popularity of the topic of
assessing the level of information security, which determines the relevance of the study.

Figure 1 — Statistics of the number of publications by year of publication
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Also, the largest number of publications on the topic under study was in the period
from 2018 to 2021. During this period, "articles" were mainly published by type of
publications. As can be seen from the graph, there is a decline in 2022. It is worth noting
that publications for 2022 are still being accepted and under consideration, so the number
is reduced.

Based on the statistics presented in Figure 1, the articles were analyzed by the number
of citations by search, by keywords. As you know, the relevance of an article is determined
by the number of its citations. This analysis was carried out on the Internet resource Web of
science. According to the search results, by keywords, as well as by the type of document
"article", the total number of publications was 280. It is worth noting that most of the articles
during the study period were not cited. In this regard, a table has been compiled for the most
cited publications (see Table 1). In addition, according to a similar method of selection, the
Internet resource Scopus has issued 1227 articles.

The above number of articles considers the expanded research area; therefore, the
following categories are selected to limit the research area:

— computer science information systems;

— telecommunications;

— methods of the theory of computer science.

The last 5 years in the period from 2018 to 2022 were chosen as the study period. Also,
according to the type of publications, only articles for the last five years were selected.

After setting the above restrictions, the total number of publications was 39 in Web of
Science, and 140 in Scopus.

Based on the analysis of publications through the Web of Science Internet resource,
using the method described in the manual [8], a literary review was conducted on the
most-cited statistics databases Web of Science and Scopus in accordance with the field of
research.

In the article [9], the authors developed a methodology for assessing information
security in a special-purpose information and telecommunications system. During the study,
the authors used the main provisions of the theory of communication, the theory of queuing,
artificial intelligence, as well as general scientific methods of analysis and synthesis.
The difference between the proposed method and the known ones, which determines its
novelty, lies in the possibility of detection and qualitative interpretation of cyber threats;
modeling scenarios of acute situations caused as a result of the execution of cyber threats;
assessment of risks having characteristics of several classes and ranking of information and
telecommunication system assets by their level of criticalness; assessment of the number of
critically vulnerable assets of the information and telecommunication system; substantiation
of the constitution and likelihood of cyber threats that can cause extreme situations in the
information and telecommunication system; risk assessment of their implementation in
the information and telecommunication system. The practical significance of the proposed
method lies in the fact that its application makes it possible to automatize the mechanism
of analyzing cyber threats and assessing the risks of information security of an information
and telecommunications system.

In [10], an innovative ontology and approach based on the graph method for assessing
the information security of a network are proposed. The ontology is designed to represent
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knowledge about information security, such as knowledge about assets, vulnerabilities,
attacks, relationships, and inference rules to identify possible attacks. Subsequently,
an effective system structure and an algorithm for generating an attack graph were
developed to detect logical attack paths in corporate networks. However, the disadvantage
of this method is the complexity of calculating the proposed algorithm for generating an
attack graph. Moreover, the research in the article [11] shows that there is no standard
method for representing attack graphs or attack trees and that additional research is
needed to standardize this representation. Nevertheless, the studies carried out in [11]
are useful for assessing the level of information security of ICI facilities. Since to
conduct an assessment, we need data that describes the nature of cyberattacks, exploits,
and vulnerabilities.

The object of research in [12] is the critically important objects of ICI (CIOICI),
which are important in the field of national security, economy, and public security of each
country. In this study, the impact of cyberattacks on CIOICI is assessed using a hierarchical
flow model approach. Using this method, a CIOICI model is constructed that considers
the cyber-physical interaction within the station, the dependence between stations, and
the topological structure of the physical network. Further, based on the CIOICI model, an
impact assessment is proposed to quantify the losses caused by the spread of the impact
within the CIOICI network. However, the detailed relationship between the devices and
the target has not been investigated, as has the analysis of the spread of the attack on the
network.

The paper [13] presents a method of searching for aggregation operators to create
a classification of attacks on a certain system. To implement this method, a set of data
collected during decision-making exercises was used. Using the collected data, information
security experts performed tasks to assess security based on a realistic system. The results
showed that using the proposed method, it is possible to rank attacks on the system
by ratings of security components, ranking security components by ratings of specific
complexity factors, and, finally, ranking attacks on the system by ratings of specific
factors. In the course of this work, important conclusions were obtained that made it
possible to create tools to support expert security assessment. Such tools can reduce the
time and effort required by experts to conduct assessments and allow system developers
to make approximate safety assessments before they seek expert advice. These advances
will address the growing concern about the capabilities of limited expert resources due to
the increasing complexity and increasing number of information systems being attacked
by an ever-changing set of attacks.

There are 3 types of assessment of the level of information security of ICI: assessment
by reference, risk-based assessment, and assessment by economic indicators. For the study
in this article, the most appropriate type of assessment of the level of information security
is risk-oriented.

Results. Table 1 presents the above-described models and risk assessment methods
proposed by various authors [9-13] for the study period.
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Table 1 — Risk assessment models and methods [9-13]

rity assessment

Reference | Proposed method/model of information secu- Disadvantage
rity level assessment
[9] a method for automating the process of ana- | works only with identified informa-
lyzing cyber threats and assessing the risks | tion security threats available in the
of information security of an information and | knowledge base
telecommunications system
[10] graph method for network information secu- | the complexity of calculating the

proposed algorithm for generating
an attack graph

Multicriterial decision method

Requires the creation of criteria for
making a certain decision

hierarchical flow model method

the spread of the attack in the CIOI-
CI network has not been analyzed

a method of searching for aggregation opera-
tors to create a classification of attacks on a

requires constant updating of the
database of information security

threats

specific system

It is worth noting that a risk-based assessment of the level of information security is
carried out on the example of a certain system. Also, during the analysis of the literature, the
objects of research used to assess the level and risks of information security were identified.
Table 2 presents various research objects used for research in [14-19].

Table 2 — Systems for assessing the level and risks of information security [14-19]

References The object of the study
[14] monitoring and data collection system
[15] critical digital assets of nuclear power plants

[16]
[17]
(18]
[19]

Cyber-physical security systems

e-government websites

Internet of Things devices

Financial organizations

Along with the positive consequences, meeting the requires of community in the subject
of information and communication technologies development entails an increase in the
vulnerability of critical ICI facilities to cyber attacks. Given the ever-changing landscape
of cyber threats, it is important that the country constantly ensures the cybersecurity of its
information and communication technology infrastructure. Recently, cyberspace security
has received much-needed emphasis from the government and international agencies.
To ensure confidence, actions initiated by the country to counter cyber threats should be
constantly evaluated for their implementation and effectiveness.

It is in the work [19] that the research is aimed at offering a new look at the compara-
tive analysis and ensuring information security throughout the country. The article presents
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a study and analysis of the methods and practices adopted by countries to assess the situ-
ation in the field of information security and create guarantees regarding the implemented
information security measures. This paper examines the methods of assessing and ensuring
information security used by 37 countries in order to understand the global scenario and
identify various methods adopted to assess the state of information security.

In Kazakhstan, there is a methodology for assessing information security risks, in-
cluding the order of ranking financial organizations by the degree of exposure to informa-
tion security risks and rules for assessing the level of protection from information security
threats.

The methodology for assessing information security risks described in [20] is intended
for financial organizations that are not residents of the Republic of Kazakhstan. According
to [20], the information security service of a financial institution in the Republic of Ka-
zakhstan identifies the source of information security threats and vulnerabilities of critical
information assets, assesses the amount of damage caused by information security threats.
However, this methodology does not provide points regarding responding to information
security threats in case of its occurrence/detection. It is worth noting that the untimely pre-
vention of information security threats can lead to the penetration of intruders into the ICI of
financial organizations, followed by causing enormous damage to the capital of individuals/
legal entities.

At the moment, many financial organizations of the Republic of Kazakhstan are subject
to phishing attacks, which clearly shows not a strong level of protection from information
security threats. In accordance with [20], financial organizations, at the request of the autho-
rized body, must assess the level of protection from information security threats. Neverthe-
less, practice shows that setting a certain regulatory period for conducting this assessment
is more effective than on request. Also, the rules [20] do not specify further actions of the
authorized body after the assessment in case of revealing a weak level of protection from
threats to the information security of a financial organization.

In order to increase the effectiveness of the fight against cybercrime, developed coun-
tries have begun appropriate work to increase the security of their own information and
telecommunications networks for general and special purposes. Current global trends in
the spread of cybercrime and the activation of various attacks/threats to information se-
curity indicate the increasing importance of combating it and timely work to assess the
level of security of the logistics from threats to information security. The current situation
with cybercrime requires constant improvement of methods of combating cybercrime, the
development of information systems, and methods aimed at ensuring information security
in the country.

Conclusion. In this article, a systematic literature review of existing methods for as-
sessing the level of information security of various systems was carried out, as well as an
analysis of measures to ensure information security on the scale of financial organizations
of the Republic of Kazakhstan. As can be seen from Table 2, methods for assessing the
level and risks of information security have been most widely used in the field of finance,
nuclear energy, cyber-physical security systems, e-government, and the Internet of things.
The authors also formed a conclusion about the high relevance of research related to the
assessment of the security of ICI from information security threats.
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In addition, the results of the analysis showed the absence of a single standardized
method for assessing the level of information security and security in various areas of com-
munication. In this regard, further research to assess the level of information security will
be conducted on the example of satellite communication systems.

As a result of the review, the following tasks were set for further research:

0030p review of existing methods for assessing the information security of objects of
informatization of satellite communication systems;

determine the levels of the protected information;

to establish recommendations focused on improving measures to guarantee the
information security of ICI facilities on the example of satellite communication systems;

research of increasing the level of information security of ICI facilities based on the
developed evaluation method on the example of satellite communication systems.

REFERENCES

1 A.Boranbayev, S.Boranbayev, A.Nurusheva, K.Yersakhanov. (2018). The Modern State and
the Further Development Prospects of Information Security in the Republic of Kazakhstan. 15th
International Conference of Information Technology, Information Technology.

2 A. Boranbayev, S. Boranbayev, K. Yersakhanov, A. Nurusheva, and R.Taberkhan (2018).
Methods of Ensuring the Reliability and Fault Tolerance of Information Systems. 15th International
Conference of Information Technology, Information Technology.

3 Turskis, Z., Goranin, N., Nurusheva, A., Boranbayev S. (2019). Information Security Risk
Assessment in Critical Infrastructure: A Hybrid MCDM Approach. Informatica.

4 Turskis, Z., Goranin, N., Nurusheva, A., Boranbayev S. A. (2019). Fuzzy WASPAS-Based
Approach to Determine Critical Information Infrastructures of EU Sustainable Development.
Sustainability.

5 Boranbayev A., Boranbayev S., Nurusheva A. (2018). Development of a software system to
ensure the reliability and fault tolerance in information systems based on expert estimates. Advances
in Intelligent Systems and Computing.

6 Boranbayev, A., Boranbayev, S., Nurusheva A., Yersakhanov K. (2018). Development of a
Software System to Ensure the Reliability and Fault Tolerance in Information Systems. Journal of
Engineering and Applied Sciences.

7 Boranbayeyv, S., Goranin, N., Nurusheva, A. (2018). The methods and technologies of reliability
and security of information systems and information and communication infrastructures. Journal of
Theoretical and Applied Information Technology.

8 Kitchenham, B., Charters, S. (2017). Guidelines for performing Systematic Literature Reviews
in Software Engineering. EBSE Technical Report.

9 Zuiev P., Salnikova O., Mazulevskyi O., Shyshatskyi A., Shevchenko D., Shulhin A. (2020)
Methods of cyber security assessment in the information and telecommunications system. International
journal of advanced trends in computer science and engineering.

10 Wu S., Zhang Y., Cao W. (2017). Network security assessment using a semantic reasoning
and graph based approach. Computers and Electrical Engineering.

11 Harjinder Singh Lallie, Kurt Debattista, Jay Bal A. (2020). Review of attack graph and attack
tree visual syntax in cybersecurity. Computer science review.

12 Qianxiang Zhu, Yuanqing Qin, Chunjie Zhou, Li Fei (2019). Hierarchical flow model-based
impact assessment of cyberattacks for critical infrastructures. IEEE systems journal.



Abdiraman A. S. e. a. Analysis of methods for information security level assessment ... 15

13 Simon Miller, Christian Wagner, Uwe Aickelin, Jonathan M. Garibaldi (2016). Modelling
cyber-security experts' decision-making processes using aggregation operators. Computers &
Security.

14 Cherdantseva Y., Burnap P., Blyth A., Eden P., Jones K., Soulsby H., Stoddart K. (2016). A
review of cyber security risk assessment methods for SCADA systems. Computers & Security.

15 Son J., Choi J., Yoon H. (2019). New Complementary Points of Cyber Security Schemes for
Critical Digital Assets at Nuclear Power Plants. IEEE Access.

16 Ashibani Y., Mahmoud Q.H. (2017) Cyber physical systems security: Analysis, challenges,
and solutions. Computers & Security.

17 Zhao JJ., Zhao SY. (2010) Opportunities and threats: A security assessment of state
e-government websites. Government information quarterly.

18 Zolanvari M., Teixeira MA., Gupta L., Khan KM., Jain R. (2019). Machine learning-based
network vulnerability analysis of industrial internet of things. IEEE internet of things journal.

19 Methodology for assessing information security risks, including the order of ranking financial
organizations by the degree of exposure to information security risks // Resolution of the Board of
the Agency of the Republic of Kazakhstan for Regulation and Development of the Financial Market
dated November 23, 2020 No. 111

20 Rules for assessing the level of protection from information security threats // Resolution
of the Board of the Agency of the Republic of Kazakhstan for Regulation and Development of the
Financial Market dated November 23, 2020 No. 110

0. C. OBJIIPAMAH, A. M. HYPYIIEBA, JI. C. AJI/JALIIEBA

JLH.ITymunee amvinoaswt Eypaszus ynmmulx ynueepcumemi, Astana IT ynueepcumemi
Hyp-Cynman xanacol, Kasaxcman

AKIAPATTBIK-KOMMYHUKA LIUSLIBIK HHOPAKYPBLIBIM
OBbEKTLIEPIHIH AKITAPATTBIK KAYIIICI3AIK JEHTEAIH
BAFAJIAY 9JICTEPIH TAJIJIAY

Asmomammanovipblizan YUGPILIK MEXHONOSUSNAP dNEMIHOe KICINOPLIHHIY OACTbl MIHOEMMEPIHIY
6ipi aknapammulk Kayincizoik wadyvlioapull icke acblpyobll aloblH aryobly muimoi 20icin iz0ey 60-
abin mabwvinadvl. Ocvl Makcammapea Kol JHcemKizy 6apulcblHOa Kaszipel yakelmma 6aganayovly apmypii
20icmepi Konoamviiaowsl. Hezizinoe, ke3-keneen 3epmmey 3epmmey maxwbipblObIHblH OAMYbIHA 20€0U Uo-
ayoan bacmanaovl. Conovikmarnoa, oyn maxana Scopus scane Web of Science manimemmep bazacvinan
ELLILIMU Mamepuanoap Hezizinoe Kypuli2an dcytienepoiy aknapammelx Kayincizoiein 6aganayovly 3a-
Manayu a0icmepine, Kypaioapvl MeH Cmanoapmmapwlia 20eou wory doavin mabwiiaosl. Conoaii-ax,
AKNapammovlK-KOMMYHUKAYUATBIK UHDPAKEDITLIM 00beKminepindesi aknapammslik Kayincizoix oeneeuin
bazanayoviy KOIOAHbICMASL 20IiCMepiH Mmanday Kapacmulpsbliadsl. Ooeduemmepdi wiony HeeiziHoe
aknapammslk Kayincizoix deneellin b6azanay adicmepin manoay ycvinvliean. byn maxana KP Binim owcone
evlbiM Munucmpnieiniy 2022-2024 scolidapea apHanean blibIMu HcaHe (Hemece) bLIbLMU-MeXHUKAIbIK
Hcobanap OOUBIHUA HCAC 2ATLIMOAPOLL 2DAHMMBIK, KAPHCHIIAHOBIPY wenbepinde AP13067916 epanmmulx
2Hc00achl wenbepinoe aknapammolk JHeyuenepoiy aknapammsiy Kayincizoik 0eneeiin manoay 60tublHua
3epmmey Hamuoicenepi peminoe YCblHbIIAH.

Tyitin co30ep: kubepkayincizoix, 6azanay a0icmepi, aKNAPAMmMbIK-KOMMYHUKAYUSLTIBIK UHDpa-
KypuLiviv obvexminepi, KMAKH, acep emy, mayexen.
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Eepasuiickuil nayuonanvuwiil ynusepcumem umenu JIL.H.Iymunes, Astana IT ynugepcumem
2opoo Hyp-Cynman, Kazaxcman

AHAJIM3 METOJOB OIIEHKH YPOBHSI TH® OPMAIIMOHHOM
BE3OITACHOCTHU OFBEKTOB HTH®OPMALIMOHHO-
KOMMYHHMKAIIMOHHOM MTHO®PACTPYKTYPBI

B mupe asmomamusuposanuvix yu@dposuix mexHoro2uti 0OHOU U3 2NA6HbIX 3A0aY NPEONPUAMUSL A6~
emest ROUCK P PexmusHo2o cnocoba npedomepawyenus pearu3ayuu puckos uHGopmayuonno beonac-
nocmu. B criyyae oocmudicenus dmux yenei 8 Hacmosuee 8pemMs UCHOTb3YVIOMCA paiuyHble Memoovl
oyenku. Ilo cymu, n1060e ucciedosanie HAUUHAEMcs ¢ IUMepamypHo20 0030pa pazeumus membl uccie-
dosanus. CnedogamenvbHo, OaHHAS CMAamvs npedcmaegisem cooou TumepamypHulil 0030p CO8PEMEHHBIX
Memoo08, UHCMPYMEHMO8 U CMAHOAPMO8 OYEHKU UHPOPMAYUOHHOU O€30NACHOCTU CUCTEM, CHOPMUPO-
BAHMBIX HA OCHOBE HAYUHBIX Mamepuanos uz 6az oannvix Scopus u Web of Science. Taxoce paccmampu-
6aemcs AHAU3 CYUWECMBYIOWUX MEMOO08 OYEHKU YPOBHA UHPOPMAYUOHHOU 6E30NACHOCMU 68 00beKmax
UHDOPMAYUOHHO-KOMMYHUKAYUOHHOU uH@pacmpykmypbl. Ha ocnose 0630pa numepamyper npedcmasien
aHanu3z mMemooos OyeHKu YposHs un@opmayuonnou desonacnocmu. IIpeocmagnenvt pe3ynvmanul uc-
C1e008anus N0 AHAIU3Y YPOBHA UHPOPMAYUOHHOU 6E30NACHOCTU UHDOPMAYUOHHBIX CUCEM 8 PAMKAX
2PAnMO6020 PUHAHCUPOBAHUA MOLOOBIX YUEHbIX HO HAYYHBIM U (UIU) HAYUHO-MEXHUYECKUM NPOCKMAM Ha
2022-2024 20061 Munucmepcmea oopasosanus u nayku PK, nomep epanma AP13067916.

Knioueevie cnosa: xubepbezonacnocmv, memoobl OYeHKU, 00beKmbvl UHGOPMAYUOHHO-KOMMY-
HuKkayuouHou ungpacmpyxmypet, KBOUKH, so30eticmsue, puck.



