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DEVELOPMENT AND RESEARCH OF RELIABILITY ASSESSMENT
OF LINEAR WIRELESS SENSOR NETWORKS

The article is devoted to the issue of estimating the reliability of linear wireless sensor networks. Sci-
entific research in the field of forecasting is given. This article discusses the Internet of Things (IoT) tech-
nology, which is growing by 15-20%, actively developing in all directions and its principles of operation.
The area with the greatest potential for the application of the Internet of Things in Kazakhstan is smart
control of resource consumption, including in the sphere of housing and communal services. Hcnonvsosa-
Hbl MemoObl NOCMPOeHUs U ynpasienus cmapm-cucmenm. Also describes the increase in comfort, thanks to
1oT technology. User-friendly interface is used. Mainly considered the system of automation of business
structures depending on the scale. All currently available methods have been suggested, which are key
factors in optimizing all processes. Also considered options for modeling and system development, taking
into account all the relevant problems of technology automation. The importance of the scientific topic
affects the high potential for the development of IoT technology and the lack of uniform standards for de-
vices included in these systems. The system is scalable, allowing it to be used for almost any purpose. This
paper proposes an approach to solving a number of problems arising in the monitoring of long pipelines
using wireless sensor networks. In order to take full advantage of the potential of IoT technologies, the
architectural basis of which is formed by wireless sensor networks, it is necessary to develop tools to as-
sess and ensure the reliability of these networks. Thus, the focus of the study is on the application-specific
formalized reliability criteria for wireless sensor networks.

Key words: [oT sensors, internet of things technology, wireless sensor network, network evaluation
and reliability.

Introduction. Internet of Things (IoT) technologies are in the focus of not only leading
commercial companies, research centers, but also the governments of many countries. [oT-sensors
can already effectively analyze water, heat, electricity, gas consumption, monitor emergency
situations in real time, remotely control a huge number of city functions - from streetlights
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and skylights to security cameras with face recognition function. With the development of
10T, ensuring the safety and comfort of urban residents is becoming much easier. It is safe to
say that the digitalization of urban services and infrastructure is of strategic importance for the
development of a civilized society. Many IoT architecture solutions are based on the results
of wireless sensor network research, in particular the proposals within the Internet of Things-
Architecture (IoT-A) project of the European Union’s 7th Framework Programme for the
Development of Research and Technology [1-2]. Vital infrastructure monitoring systems based
on wireless sensor networks (WSNs) are one of the most popular loT technologies, since proper
monitoring will reduce damage from natural and man-made disasters, timely respond to the
consequences of infrastructure deterioration, reduce environmental and economic risks.

Corporations and government agencies, especially in the U.S., Europe and the Middle
East, are currently making major efforts to research, develop and patent wireless sensor
network-based technologies for monitoring long pipelines of various applications.
Specifically, research on the use of WSNs for pipeline monitoring was conducted as part of
joint research projects between Stanford University, the University of Southern California,
and Chevron Corporation. The competition for pipeline monitoring solutions was run by a
U.S. federal government agency (Bureau of Reclamation) on the crowdsourcing platform
Innocentive. According to a GlobeNewswire analysis report, even for a private task such as
monitoring water pipes for leak detection, the solution market reaches a billion dollars and
is growing at 5% per year. WSNs can continuously monitor critical infrastructure, detect
and report any anomalies, but there are a number of challenges to overcome, such as node
placement, energy optimization, efficient data flow, etc., which require reliability and life-
time assessment techniques for WSNs.

It should be noted that experts in the field of information put forward reasonable
doubts about the reliability of IoT technologies, in general, and the ultimate benefit to
society from their implementation. It is noted that companies specializing in IoT tech-
nologies, seeking to occupy as much of the market as possible and prioritize the earliest
release of products, without paying enough attention to issues of reliability and safety.
In order to fully exploit the potential of 10T technologies, it is necessary to develop ap-
propriate tools to assess and ensure their reliability. Particularly applicable to pipeline
monitoring systems using WSNs, since these networks may operate in harsh climatic
conditions and network nodes may be located in places that are not readily accessible
for routine inspections. The main role of sensor nodes in WSNs used for monitoring is to
periodically collect and transmit data to an intelligent central base station (sink), where
the collected data is processed to detect a variety of anomalous events. In large-scale
WSNs used to monitor long sites, such as pipelines, most sensor nodes are geographi-
cally remote from the base station and are usually equipped with relatively low-capacity,
low-cost self-contained batteries. This fact largely determines the main disadvantages of
long-haul WSNs, since the periodic transmission of raw data over long distances through
several transitions to the base station leads to a rapid drain on the battery of sensor nodes
and reduces the service life of the network. Other disadvantages include low reliability of
wireless channels, high cost of bandwidth, low level of data security [3-4]. Thus, there is
a need to solve the optimization problems of extended WSNs, where the target function
or constraints include the reliability indicator.
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Experimental. A typical scenario used in a number of recent publications on the subject is
discussed [6-8]. A WSNSs consists of several () sensor nodes placed on the surface of the pipe,
the topology is a simple chain at the end of which is a base station. Sensors are responsible for
collecting data, periodically sending packets to the base station. All nodes play an important
role in data forwarding, the node closest to the base station transmits data to the stock directly,
intermediate nodes are used to transmit packets from other nodes, i.e., the data sent by the sender
to the stock is retransmitted by nodes located between the sender and the stock. The main power
consumption is caused by transmitting traffic. Obviously, this leads to excessive waste of en-
ergy of sensor nodes located closer to the base station because of the high asymmetric load on
these nodes. Each sensor node performs periodic monitoring within its sensitivity range. All
sensor nodes are initially in the same environment, have similar communication capabilities,
power consumption, and their behavior is described by the same conceptual models. Each node
transmits its packet to its neighbor node in the direction of the base station. Distances between
neighboring nodes differ slightly. The appropriate software module deployed in the base station
receives data from all sensor nodes, decides whether or not there is a problem on its own, or
transmits the data via a highly reliable IP network to a decision-making center.

Results and Discussion. The load generated by the sensor node will be modeled by a
Poisson process, which is also not only a commonly used assumption, but has also been
repeatedly verified experimentally. We denote the intensity of the flow given from sensor
j by Aj. For homogeneous nodes: Aj = 4 Vj =1 ...n. The current node battery capacity (C)
is conveniently measured in the number of potentially possible packet transmissions. Thus,
the lifetime of a node is modeled by a Markov chain with continuous time:

C(t), t>0.

Initial battery capacity is sufficient to transmit C, packets. Let us introduce the
probabilities of states,
P.(f)<P[C(f)<k], k=01.C,.

Then the Kolmogorov equations for this system:

% =-AC, (t)+AC,,(t), 0<k<C,,
dCc (t)
¢~ =—AP. (1),
ot e, ()
Lk=C
P(0) = %k < CO
0

The normalization condition must also be met:
>R @®)=1

This process is a variation of the process of death and reproduction, contains an absorptive
state, transitions from state to state are possible only in the direction of population decrease.
The solution of the system of Kolmogorov equations in this case takes the form:
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Co—k
P.(t)= Me‘“, 0<k<C,.
(G, - k)

Hence, )
B X Co-1 (M)
Pk(t)—l—e zk:O ?

The obtained function describes the probability that the sensor battery will be discharged
by time ¢, i.e. P (7) allows to calculate the sensor lifetime and formalize various criteria of
network reliability.

Using the results of the previous section for the sensor with energy reserve C we obtain
the average lifetime of the sensor: ¢/2; Taking into account the properties of the Poisson
process we obtain that for a homogeneous WSNs the average lifetime of the sensors (from
the far sensor to the near sensor to the drain) will be:

c C C

A20T A
because the intermediate sensor needs to transmit packets of all sensors that are further
away from the rack. The network will become unconnected for a time # times shorter than
the lifetime of the far node. To balance the lifetime of the nodes it is necessary to abandon
the use of nodes that are homogeneous in energy reserve, i.e. for a node that is separated
from the drain by j hops the battery capacity should be: (N — j+1)C .

Also, based on the criterion of average node lifetime, it can be concluded that the ap-
proach to optimization and balancing of power consumption of linear WSNs proposed in the
article [5], according to which nodes are divided into clusters of 3 nodes, one of the nodes
aggregates traffic and forwards it to a symmetric node in the next cluster. If the middle node
is taken as the cluster head, indeed, the average lifetime of the other two nodes in the cluster

will be — . However, the head node must transmit data over a distance increased threefold.

A
Taking into account the fact that the growth of power consumption for data transmission
increases in proportion to the square of the distance, the capacity of this node will no longer

C
be C, but 9 respectively, the average lifetime of the head node without regard to retrans-
C

mission of cross-traffic will decrease to m .

Even if we take total energy cost as a criterion rather than reliability in some way, the
clustering from [5] is still of limited use. Let e, be the energy cost of transmitting a packet
at 1-hop distance, and e, be the energy cost of transmitting a packet between cluster head
nodes, and

e, =ag, a<l
Then we get the following condition of benefit of the considered method of clustering:
7 6

a<—-——.
3 n+3
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As noted above, in many applications @ <9 | i.e., degradation of signal-to-noise ratio is
inevitable.

The formula P (f) can be applied to formalize other reliability criteria, for exam-
ple, the probability of failure-free operation during the prescribed time. Also, using
sub-models for A and C, one can evaluate different approaches to traffic aggregation
[9-11].

Conclusions. An approach to the formalization of the reliability criterion of extended
wireless sensor networks is proposed. It is shown that homogeneous wireless sensor networks
are structurally imbalanced in the energy consumption of nodes. The recently proposed
approach to energy conservation of linear wireless sensor networks using clustering [5],
generally speaking, is not tenable and entails degradation of network reliability. To ensure
the required level of reliability of linear wireless sensor networks, it seems promising to use
base stations on an unmanned aerial vehicle, and it is predicted that the total system energy
costs will increase. Also, good prospects are seen in the application of traffic aggregation
schemes using noise coding.

REFERENCES

1 Uckelmann, D., Harrison, M., Michahelles, F. Architecting the Internet of Things; Springer:
Berlin/Heidelberg, Germany, 2011. (in Eng)

2 Quintana-Suarez, M., Sanchez-Rodriguez, D., I. Alonso-Gonzalez, and J. Alonso-Hernandez.
A Low Cost Wireless Acoustic Sensor for Ambient Assisted Living Systems. — Applied Sciences,
2017.—-Vol. 7. —No. 9. — 877 p. (in Eng)

3 Nkemeni, V., Mieyeville, F. and Tsafack, P. A Distributed Computing Solution Based on
Distributed Kalman Filter for Leak Detection in WSN-Based Water Pipeline Monitoring. Sensors,
2020. — Vol. 20. — No. 18. — 5204 p. (in Eng)

4 Ali S. et al. SimpliMote: A Wireless Sensor Network Monitoring Platform for Oil and Gas
Pipelines. In IEEE Systems Journal, 2018. — Vol. 12. — No. 1. — Pp. 778-789. (in Eng)

5 Albaseer A. and Baroudi, U. Cluster-Based Node Placement Approach for Linear Pipeline
Monitoring. In IEEE Access, 2019. — Vol. 7. — Pp. 92388-92397. (in Eng)

6 Tong, F., He S. and Pan, J. Modeling and Analysis for Data Collection in Duty-Cycled Linear
Sensor Networks With Pipelined-Forwarding Feature. In IEEE Internet of Things Journal, 2019. —
Vol. 6. —No. 6. — Pp. 9489-9502. (in Eng)

7 Shakhov V.V., Yurgenson A.N. (2021) Towards Edge Computing Based Monitoring for Smart
Ports. Springer Lecture Notes in Computer Science, 2021. — Vol. 12. — 956 p. (in Russ)

8 Marco Schwartz. The Internet of Things with ESP8266. - BHV, 2016. — 191 p. (in Russ)

9 Perry Lee. The Architecture of the Internet of Things. — DMK Press, 2018. — 456 p. (in
Russ)

10 Maciej Krantz: The Internet of Things the New Technological Revolution. — Exmo, 2017. —
330 p. (in Russ)

11 Lichtzinder. B.Y. Wireless sensor networks. Textbook for universities. — St. Petersburg State
University of Technology, 2020. — 236 p. (in Russ)



14 Becmnux Hayuonanvhoti unsceneprou akademuu Pecnyonruxu Kazaxcman. 2023. Ne 2 (88)

K. M. AJTHMJKAHOBA®, H. I1. A3AHOB, I. 3. 3BHATEEKOBA*?,
JK. H. ABHJIXAHOBAY, C. K. KYHYCBAEBA', 5. M. TYPTAMBAH"

Yon-@apabu ameinoasvr Kazax ynmmeix ynusepcumemi, Aamamel, Kazaxcman
2Kaszakcman Pecnybnukacol Folnvim sicone dcozapul 6inim munucmpiizi Aknapammuolx
JicoHe ecenmeyiul mexHono2usLap uncmumymol, Anmamol, Kazaxcman

CBI3bIKTbI CbIMCbBI3 CEHCOPJBIK KEJIJIEPAIH
CEHIMJAIJIIT'TH BAFAJIAY/IbI 93IPJIEY KOHE 3EPTTEY

Makana cvl3blKmbl CbIMCbL3 CEHCOPABIK HCENNEPOiy CeHiMOLNicin Oaganay Macenecine apHanian.
Mynoa 6ondicay canaceinoagel eulivimu sepmmeynep kenmipineen. byn maxanada s3ammapouviy unmepremi
(IoT) mexnonocusicol Kapacmuipslidaobl, OHbIY HCYMbLC NPUHYURmMepi 0e 6apivlx bazeimmapoa dencenol
damuowt api on 15-20%-2a oeilin oce anaovl. Kazakcmanoa sammap unmepremin KonOaHyOblH eH YiKeH
aneyemi 6ap cana mypevii Yi-KOMMYHAIObIK WAPYAUBLILIK CATACHIHOA KOLOAHLLIAMbIH pecypcmap-
Obl MYMbIHYObl MYKUsm 6axwvliay Ooavin mabdwvliaovl. Feuibimu oscymeicma cmapm scytienepdi Kypy
Jicone backapy adicmepi Konoanvliovl. 10T mexHono2UACbIHbIY apKACLIHOA JICAUILLILIKMbIY, apmybl 0d
cunammanzan. Taioananyulea vigeatiivl unmepg@eic Kondanvliovl. Heeizinen macumabka bainanvl-
Cmbl OUZHEC-KYPbIIbIMOAPObl A8MOMAMMAaHObIpy xeylieci kapacmuipuliaovl. Kazipei yakeimma 6apnvix
npoyecmepoi OHMAULAHObIPYObIH He2i32l hakmoprapsl 606N MAOLLIAMbBIH 6APIbIK KO Hcemimdi 20icmep
yevinwinowl. Texnonocuanvlx npoyecmepoi agmomMammanouipyobly 0apivlk 03eKmi Mmacenenepin eckepe
omuipuin, ACyleni MoOenboey Jcane azipiey HYCKaiapvl 0a Kapacmulpbliadvl. Feliblmu maxkblpbinmoly
Manbi30uLIbIebl 10T MexHON0UACHIHbIY HCO2apbl 0amy dlleyemine HaHne OCbl cylenepee eHeizineeH
KYpolLIgbLIapObly OipblHeati cmaHoapmmapbiHuly 0oamaysvina acep emedi. XKannwl scyiie macwmadbma-
a0bl, OY1 OHbL Ke3-KelleeH Makcamma nauoaiany2a MyMKiHOIK 6epedi. JKymblcma cblMCbl3 CeHCOPbIK
Jiceninepoi Konoana omuipbln, KeHeumineen Kyobipaapovl 6aKwbliay Ke3inoe myblHOAUmbIH OipKamap
Macenenepoi weutyee oy KO3Kapac YCblHbIaA0bl. APXUumexkmypanvix He2i3in CbLMCbl3 CEHCOPIbIK Jicelinep
Kanelnmacmulpameln. 3ammap uHmepHemi MexHON0UANAPbIHGIY dNeyemin MOAblK NAUOANIaHy Yulin
amanzaw dkceninepoiy ceHIMOIICIH Oaanay JHcaHe KAMMamMacyl3 emy Kypanoapuvit asipiey Kasxcem. Ocvl-
aatiua sepmmeyoiy POoKyCobl KONOAHOAHBIH epeKuenicii eckepe OmbIpbll PACIMOEN2eH CLLMCbI3 CEHCOPIbIK
JHceninepoiy CeHiMOLIIK Kpumeputiiepi 601bln madwliaobl.

Tyiiin co30ep: IoT cencopnapel, unmepuem 3ammapbl MEXHONOLUACHL, CHIMCbI3 CEHCOPIbIK JICeli,
Jicenini basanay sHcane ceHiMOLNIK.
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PASPABOTKA U NCCIIEJOBAHUE OINEHKHW HAJJEKHOCTH
JUHEWHBIX BECITPOBOJHBIX CEHCOPHBIX CETEN

Cmambvs noceswena 6onpocy OYeHKu HAOEHCHOCU TUHEUHbIX OeCnpPOBOOHBIX CEHCOPHLIX cemell.
Tlpugedennvl nayunvie ucciedo8ans 6 ooracmu npocHo3uposanus. B oannoti cmamve paccmampugaemcs
mexnonozus Mumepuema eeweti (loT), komopas pacmem na 15-20%, axmuero pazeusascs 6o 6cex Ha-
npagnenusax u eé npunyunsvt pabomel. Cehepoul ¢ HaubonbUUM NOMeHYUATOM npumerenus Unmepuema ge-
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wetl 6 Kasaxcmane siensemcest YMHbIU KOHMPOLb NOMPEOIEHUsL PECYPCO8, NPUMEHSIEMbLIL 6 MOM YUCIe U 6
cghepe HCUNUUHO-KOMMYHATbHO20 X03Aticmed. Mcnonb306anbl Memoobl ROCMPOEHUs. U YAPABIEHUs. CMAPHI-
cucmem. Taxoice onucvieaemcs nosvluteHue kKompopmuocmu, 6razodaps mexvonoeuu loT. Hcnonvzosan
YOOOHbLIL unmepgbeiic 0ns nonvzoeamens. 11agHbiM 06paA30M pACCMAMpPUBAEMCcs CUCMeMd A8MOMAmu3a-
yuu OuzHec-cmpykmyp 6 3asucumocmu om macumada. Beuiu npeonodicenvl 6ce 0ocmyntvle Memoobl Ha
OaHHbIL MOMEHM, KOMOpble SGISIOMCS KIIOYeBbIMU (hakmopamu ¢ Onmumuzayuu 6cex npoyeccos. Taxoice
paccmompersl 8apuarnbl MOOEIUPOBAHUS U PA3PADOMKU CUCEMbL, YHUMbLEAs 6Ce AKMYAIbHbIE NPOOIeMbl
asmomamuzayuu mexHoio2uu. Basicnocme Hayuno membvl 61usem Ha 6bICOKULL ROMEHYUAT PA3EUMUS MeX-
Honozuu [oT u Ha omcymemeue eOUHbIX CMAHOAPMO8 YCMPOLICIS, 8KIIOUEHHbIX 6 smu cucmemsl. Cucmema
AGIACMCIL MACUMAOUPYEMOL, YUMo NO360JI5IeN UCHONIb3068AMb €€ NPAKMuYecKu 0is 1o0bx yeiell. B pabome
npeonazaemcsi N00X00 K peuteHuro paoa 3a0ay, 603HUKAIOWUX NPU MOHUMOPUHEE NPOMSMCEHHBIX mpyoo-
npo600086 ¢ UCNONB308AHUEM OECNPOBOOHBIX CEHCOPHBLIX cemetl. [lisi mo2o umobbl 6 NONHOU Mepe 80CNOb-
3068amMbCsl ROMEHYUAIOM mexHono2ull Inmeprema sewetl, apXumexkmypHy 0CHOBY KOMOpo2o (opmupyiom
becnposodnble ceHcopHble cemu, HeodXOOUMO paspabomams cpeocmed OYeHKU U 00eCneyeHus HA0eNCHO-
cmu ykazauHvlx cemeti. Takum obpasom, 6 (hoKyce ucciedo8anus Haxo0sames QopmMantu308aHHble C yUemom
CneyugUKY NPULOJNCEHUS KPUMeEPUL HA0EHCHOCMU 6eCnPOBOOHbIX CEHCOPHBIX CEMell.

Knroueswie cnosa: loT-oamuuku, mexnonoeus Mnmeprema eeujetl, 6ecnpoBoOHAs: CEHCOPHAS Cemb,
OYEHKA U HAOeHCHOCMb cemil.



