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SURVEY AND ANALYSIS OF COMPUTER EMERGENCY RESPONSE
TEAM SERVICES

This article discusses the functions and services of CERTs. First CERT was created with the goal to
have more organized and structured approach to the computer security incident handling process. The
creation of such CERTS contributes to an increase in the country’s global cybersecurity index. Services that
KZ-CERT provide to protect people using the Internet from malicious activity of intruders are analyzed.
KZ-CERT is the center for users of national information systems and the Internet segment, which provides
the collection and analysis of information on computer incidents, advisory and technical support to users
in preventing computer security threats. The competence of the service includes the processing of the
computer incidents in order to identify and neutralize them.

Key words: Information Security, Global Cyber Security Index, CERT, CSIRT

Introduction. Information processes occurring throughout the world bring to the fore,
along with the tasks of efficient processing and transmission of information, the most im-
portant task of ensuring information security. This is explained by the special importance
for the development of the state of its information resources, the growing cost of informa-
tion in the market, its high vulnerability and often-significant damage as a result of its
unauthorized use. There are many studies on security and reliability in various information
systems [1]-[12].

The growth of cybercrime is the most urgent problem of our time. External influence
can directly or indirectly harm the interests of the state, jeopardizing information security.
The concept of “Cyber Shield” was created in the country to prevent such a phenomenon.

One of the expected results of the implementation of the concept is the constant growth
of the global cybersecurity index of Kazakhstan, which includes a set of measures aimed at
improving the country’s cybersecurity. So, with the goal to increase the global cybersecurity
index CERTs are being created as one of the technical measures to build a global cyberse-
curity program [13].

CERT - Computer Emergency Response Team. First malware (computer worm) influ-
enced society as a wake-up call, after which people suddenly realized a strong need for co-
operation and coordination of joint actions between system administrators and I'T managers
to further dealing with such incidents. Considering the fact, that downtime is the main criti-
cal factor in this situation, it is necessary to have more organized and structured approach
to the computer security incident handling process. Thus, first CERT was created. There are
several types of CERTs: academic, commercial, National and etc.

According to the FIRST [14] there are 635 CERT teams.

National CERTs (nCERTs) help with incident prevention and response, but they are
not the only actors involved in computer incident response and prevention at the national
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level. The growing centralization of nCERT National Services structures under government
control raises important questions about the nCERT’s responsibilities and how they interact
with other stakeholders that play a role in cybersecurity.

National CERTs are mostly embedded in government bodies (ministries).

For example, the German National Service CERT-Bund is part of the Federal Office for
Information Security (BSI), which reports to the Ministry of the Interior. CERT-Hungary
operates as part of the Special National Security Service, under the Ministry of the Interior;
The Mexican CERT-MX is hosted by the National Security Commission, which is part of
the Mexican Ministry of the Interior that deals with internal security.

In addition to operating within government departments, some nCERTs are part of na-
tional cybersecurity centers, such as US-CERT, which is located at the National Cyber-
security and Communications Integration Center (NCCIC), or CERT Australia, which is
co-located with the cybersecurity centers of other Australian government organizations in
Australian National Cyber Security Centre. Other government nCERTSs are part of a pub-
lic institution but have public-private structures, such as NCSC.nl in the Netherlands and
CERT.at in Austria.

The Australian Cyber Security Center (ACSC) leads the Australian Government's ef-
forts to improve cyber security. Monitor cyber threats around the world 24 hours a day,
seven days a week to give Australians advance warning of what to do. Provide advice and
information on how to protect people and their business online. When a cybersecurity inci-
dent occurs, provides clear and timely advice to individuals, companies and critical infra-
structure operators. There are National Cybersecurity Centers where they collaborate with
nearly 2,000 partners from business, government and academia on current cybersecurity
issues.

CERT of Kazakhstan KZ-CERT is the center for users of national information systems
and the Internet segment, which provides the collection and analysis of information about
computer incidents, consultations and technical support users in preventing computer secu-
rity threats. The competence of the service includes the processing of the following com-
puter incidents in order to identify and neutralize them: brute forcing of passwords or other
authentication data, hacking security systems, hostile scanning of national information net-
works and hosts, unauthorized access to information resources, spreading the malware and
unsolicited mail (spam), attacks on network infrastructure and server resources.

Analysis and results. According to the Law of the Republic of Kazakhstan “On
informatization” CERT is a legal entity or a structural subdivision of a legal entity, carrying
out activities in accordance with the competence established by this Law. And it implements
next functions:

1) collects and analyzes information about information security incidents and current
information security threats, and provides recommendations for their elimination

2) develop recommendations aimed at countering information security threats

3) informs owners of informatization objects, as well as the National Information
Security Coordination Center about information security incidents and threats that have
become known.

The main tool that is used by CERTs for incident response are SIEM systems. SIEM
is an advanced detection system for malicious activity and various system anomalies. The
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operation of SIEM allows to see a more complete picture of network activity and
security events. By help of SIEM system CERT detect some malicious activity and
investigate it. Other tools according to [15] which are used by CERTs in incident
response process are OSINT tools and other free tools. Author says that the choice
of these tools depends on the type of incident, role and expertise of CERT member.
Most used OSINT tools are free, while some are commercial tools for very specific
areas of investigation such as digital forensics. Table 1 describes some tools that are
used in CERTSs’ processes.

Table 1 — Tools that are used in processes of CERTs [15]

Tool Tool
VirusTotal OSINT, freeware without open-source, malware intelligence and analysis
AlienVault OTX OSINT, freeware without open-source, online threat indicators
Shodan OSINT, freeware without open-source, for searching into the [oT
InteIMQ OSINT, OS, for collecting and processing security feeds
REMnux FW, malware analysis
Wireshark 0OS, network protocol analyser
Apache Flink OS, for netflow analysis
Kali Linux FW+0S, security-enhanced Linux distribution with many useful tools
Nmap OS, for network discovery and security auditing

To provide services of CERT in Kazakhstan it is necessary to obtain the license. For this
purpose, CERT should meet some qualification requirements: requirements for employees,
requirements for search tools.

Requirements for employees:

The list of specialists with higher or professional technical education who have undergone
retraining, advanced training in the area of information security:

1) at least three specialists with diplomas of higher and (or) professional technical
education in the profile of information security (information protection);

2) at least two specialists with certificates in the field of auditing the requirements of the
international standard ISO 27001;

3) at least one specialist in computer forensics (for example, EC-Council Certified
Security Analyst, GIAC Certified Forensic Analyst and others);

4) at least one specialist in reverse engineering and (or) malware analysis (for example,
GIAC Reverse Engineering Malware and others);

5) at least one specialist in ethical hacking and (or) penetration testing (for example,
Offensive Security Certified Professional, EC-Council Certified Ethical Hacker, GIAC
Penetration Tester and others)

Requirements for search tools:

CERT should have at least minimal set of search tools which consist of IRP (Incident
response platform), Threat Intelligence Platform, Static Malware Static Analysis Tool,
Sandbox Dynamic Malware Analysis Tool.
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Incident response process. In different sources, the phases of the process of incident
response are separated in different ways. For example, NIST 800-61 R2 distinguishes 4
response phases (Preparation, Detection & Analysis, Containment & Eradication & Recovery,
Post-Incident Activity). The ISO/IEC 27035:2016 standard has 5 phases, while the SANS
institute divides the process into 6 phases, but they all come down to the following points:
preparation, analysis, containment, eradication, recovery, post-incident activity.

Preparation. The Preparation phase consists of planning, building a team, preparing
tools, places, compiling documentation and materials for the response, etc.

Identification. Incident response begins with the detection of a cyberattack or data
breach. At this stage, an incident is notified, experts assess the threat and collect data about
it. Usually, the process of identification comes down to the study of logs.

Analysis. Then a purely analytical phase begins: it is necessary to figure out what
happened and how it could happen, assess the level of danger of what happened and, based
on the received data, decide on further actions. Several attack vectors are being tested. The
indicators of compromise found during the check (hash sums, file names, IP addresses,
URLs) must then be checked against reputation databases. The analysis phase will determine
whether the infection was successful, search for related and previous events on the infected
host, determine the extent of distribution and determine the severity of the incident, and
classify the malware.

The response team takes action to stop the spread of the threat. These may include
isolating affected devices, isolating affected network segments, temporarily shutting down
the Internet, and so on. One of the additional goals of this stage is to prevent the destruction
of traces of the attack, which will be required during the investigation.

Containment. The response team takes action to stop the spread of the threat.
These may include isolating affected devices, isolating affected network segments,
temporarily shutting down the Internet, and so on. One of the additional goals of this
stage is to prevent the destruction of traces of the attack, which will be required during
the investigation.

Eradication. The response team takes action to stop the spread of the threat. These
may include isolating affected devices, isolating affected network segments, temporarily
shutting down the Internet, and so on. One of the additional goals of this stage is to prevent
the destruction of traces of the attack, which will be required during the investigation.

Recovery. Once the incident is isolated and its further spread is excluded, it is necessary
to “cure” the affected assets.

The result of the actions taken at this stage should be, for example, confirmation that
the affected assets are no longer malware and that they do not pose a threat to the rest of the
network. Sometimes response team travels to the customer to take the necessary remedial
action. In most cases, it can be done remotely. All actions are documented in detail, the
information in the incident card is supplemented.

Post-incident activity. After completing all the steps in the processing of the incident,
you need to conduct a Lesson learned.

Based on the information collected and documented in the incident card, CERT can:

develop recommendations for strengthening security for the identified attack vector;

adjust the settings of protection tools and rules for detecting incidents;
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adjust regulatory and reference documentation for responding to information security
incidents;

apply administrative measures to increase the awareness of employees in the field of
information security or disciplinary sanctions.

After analyzing several CERTs’ webpages and the services they provide, it is proposed
to divide the functions into the categories, which are presented in Table 2:

Table 2 — Functions of CERT

CERT Functions
Reactive Proactive Quality management
Handling information security | Monitoring and detection of Increasing the awareness of
incidents information security events | employees in the field of infor-
mation security
Computer forensics Providing regular reporting Conducting trainings and
studying for colleagues
Field and remote response Audit of information system Information security
assets consulting
Coordination of internal and Security Management Publication of information
external departments security bulletins and other
materials
Fixing vulnerabilities Proactive Threat Hunting Development and adjustment
of regulations and information
security policies
Operation of protective Computer systems security | Participation in building infor-
equipment assessment mation security architecture
and choosing specific solutions
Accumulation of experience | Support for information secu- Assessment and analysis of
and recommendations for rity tools information security risks for
strengthening security the organization

There is a huge number of services that CERTSs can provide to its clients, but so far, none
of the existing CERTs provides all these services taken together. Therefore, choosing the
appropriate list of provided services is extremely important task.

These services can be classified as reactive services, proactive services, and quality
management services.

On a specific example, we can consider the services provided by KZ-CERT. According
to the KZ-CERT’s website, they provide the following services:

* Gathering computer incident reports and assistance regarding the issues of prevention
and investigation of computer incidents in the Internet

* Delivery of consulting assistance and instruction on prevention computer legal
violations (hacking attempts or virus attacks etc.)

* Cooperation with public or private organizations on computer security issues as well
as with computer security solutions vendors and distributors

* Providing information exchange with users through KZ-CERT’s call-center.
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In this study, KZ-CERT was chosen to analyze the services provided by Computer
Emergency Response Team.

Information about number of handled cybersecurity incidents [16] was analyzed. Total
number of security incidents in the first half of 2022 is presented on figure 1:

Figure 1 — Number of information security incidents that were processed
in first half of 2022[16]

The largest number of incidents that occurred in 2022 related to malware. Malware is
malicious software that can cause harm in a variety of ways, including:

* blocking or inability to use the device

» theft, deletion or encryption of data

» taking control of your devices to attack other organizations

* Obtaining credentials that allow you to access organization’s systems or services that
you use

* “mining” of cryptocurrencies.

* using services that may cost you money (such as premium phone calls).

To protect against malware, KZ-CERT suggests the following recommendations: make
regular backups, prevent the delivery and distribution of malware to devices, and prevent
malware from running on devices.

The next two most spread types of incident that occurred in the first half of 2022 were
botnets and website unavailability. KZ-CERT monitors and detects suspicious activity on the
network that is associated with botnets by means of information security tools. After botnet
identification, they take measures to mitigate the effects of botnet activity. For example,
they give recommendations to those whose computers have become part of the botnet.

KZ-CERT services also include tracking websites for availability. Unstable work or
complete unavailability of websites can be caused by numerous reasons. Most common are
technical malfunctions on servers, high attendance, website problems, actions of hackers.
To avoid the outflow of customers, lower positions when ranking by search engines, you
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need to monitor constantly the operation of the resource, receive information about the
availability of the site in time and troubleshoot.

Figure 2 below provides information about the number of handled information security
incidents related to botnets in different years.

Figure 2 — The number of handled incidents related to botnets depending on the year [16]

Exactly 17724 botnet-related information security incidents were registered by KZ-
CERT in 2018. During next few years (17300 in 2019, 12670 in 2020, 4304 in 2021) this
number is decreased, which most likely connected with optimization processes conducted
by KZ-CERT. After detecting botnets cybersecurity experts inform owners [17] of internet
resources with recommendations for elimination and send notifications to foreign providers
from whose address space attacks have been detected.

Figure 3 below provides information about the number of handled information security
incidents related to websites unavailability in different years.

Figure 3 — The number of handled incidents related to websites inaccessibility depending
on the year[16]
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According to the figure 3 the largest number (2937) of websites’ unavailability was
in 2020. This is apparently because big amount of people who began to use online
services during COVID. This could lead to freezing and slow operation of online
services or to a complete stop of the functioning of Internet resources. This may also
be due to markedly increased number of DDoS attacks in 2020. Compared to 2019,
the number of DDoS attacks increased by 42% [18]. In case when some DDoS attack
occurs and websites stop working, they send notification with recommendations to an
owner of sites. After the owner of the information system is notified, he can take further
steps to restore the site. At the next stage, if the owner has difficulties, he can request
assistance from the CERT.

Conclusions. Security incident response depends on a type of incident and demand
different approaches to handle them. For example, KZ-CERT for each type of information
security incident make specific recommendations and send them to users who suffered from
malicious activity. The services provided by the CERT to Internet users play an important
role in ensuring information security locally and globally. There are many types of CERTs
from commercial to government. Every day CERTSs mitigate and process a large number of
security incidents. And their responsibilities (incident response, reporting, user notification)
is aimed at reducing or preventing the consequences of cyberattacks on different information
systems. The creation of such CERTs contributes to an increase in the country’s global
cybersecurity index.
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A. K. AMPEHOBY, A. M. HYPYIIIEBAY
JLH. I'ymunee amvinoaewt Eypazus ynmmoix ynueepcumemi, Acmana, Kazaxcman

KOMIIBIOTEPIIK MTHHUAEHTTEPI'E OPEKET ETY TOBbBI
KBIBMETTEPIHE LIOJIY KOHE TAJIIAY

Bynmaxanaoa CERT mymkindikmepi men Koizmemmepi manxviianaovl. Bipinui CERT komnsromepiix
Kayincizoik unyuoenmmepin oyoey npoyecine He2ypiviM YUblMOACKAH JICIHE KYPblLIbIMObIK KO3Kapac
maxcamoimen scacanzan. Mynoaii CERT Kypy enoin scananobik KubepKayincizoik uHOeKcin jcaxcapnyad
viknan emeoi. Mumepuemmi naildaianamold adamoapovl 3usiHkecmepoiy apekemineH Kopaay YUl
KZ-CERT ycovinamoin gbvizmemmepi mandanovl. KZ-CERT — ynmmuix aknapammsi scyienepoi dHcoHe
unmepHem cezmenmin NAUOAIAHYUILIIAPEA APHANZAH OPMATLIK, O] KOMNLIOMEPNIK UHYUuOeHmmep niy-
PATbL AKNApammsl HCUHAYObL JHCIHE MANOaAyObl, KOMRLIOMEPIIK KayIncizoikke meHemin Kamepiepoiy
anoviH anyoa NauoalaHyubLIap2a KeHec Oepy dHCcoHe MEeXHUKAIbIK KOoaday Kepcemyoi Kammamacsl3
emedi. Kvizmemmiy Ky3vipemine KOMNbIOMepuiK uHyuoenmmepoi aHblKmay dcone oeiumapanmanovipy
MaKcamuvlHoa 6Hoey Kipeoi.

Tyitin co30ep: aknapammulx Kayincizoik, skcananovik kubepxayincizoix unoexci, CERT, CSIRT.
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OB30P U AHAJIM3 YCJIYT CJIIYKBbl PEAT'NPOBAHUS
HA KOMIIBIOTEPHBIE UTHIIUJAEHTbI

B cmamuve obcyacoaiomen gynkyuu u cepsucvt CERT. [lepsviii CERT 0vin co3dan ¢ yenvio 6onee
OP2AHU308AHHO20 U CINPYKIMYPUPOBAHHO20 NOOX00d K Npoyeccy odpabomxu UHYuOeHmos KoMnovlomep-
nou 6ezonacnocmu. Cosoanue maxux CERT cnocobcmeyem nosvluienuio 2nobanbhozo unoexca Kubep-
bezonacnocmu cmpausl. [lpoananusuposarul yciyeu, komopvie KZ-CERT npedocmasnsem 0ns 3auumsi
mooetl, ucnonv3yowux Humepnem, om deamenvrocmu 3noymviunennuxos. KZ-CERT — yenmp 015 nono-
306ameneti HAYUOHATLHBIX UHPOPMAYUOHHBIX CUCIEM U UHMEPHEM-ce2Menma, obecneuugaiowutl coop u
ananuz uHPoOpMayul 0 KOMILIOMEPHBIX UHYUOCHMAX, KOHCYTbMAYUOHHYIO U MEXHUYECKVIO NO00EPAHCKY
nonvzosameineti 8 NPeOOMBPAYeHUU Y2PO3 KOMNbIOMepPHOU besonachocmu. B komnemenyuto ciyicovl 6xo-
oum 06pabomKa KOMRLIOMEPHLIX UHYUOEHINOS C YEbIO UX GbIAGLEHUS U HEUMPATU3AYUU.

Knrouesvle cnosa: uungopmayuonnas 6e30nacHocmo, 2100aNbHbINL UHOEKC KUbepOe30nacHocmu,
CERT, CSIRT.



