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APPROACHES TO THE DESIGN OF A SOFTWARE SYSTEM FOR
MONITORING AND ANALYZING DATA OF SOCIAL NETWORKS,
ADAPTED TO THE SPECIFICITY OF THE KAZAKH AND
RUSSIAN LANGUAGES

This article is a description of the process of designing a sofiware system for data analysis and
monitoring of social networks, adapted to the specifics of the Kazakh and Russian languages. Also, a
review of existing systems used by ordinary users, government agencies, commercial organizations, as
well as scientific organizations, and designed for the analysis and monitoring of social networks, was
carried out.

Key words: social network, social network monitoring, social well-being, user perception assessment,
software system.

Introduction. Today, the Internet has become the main means of communication, and
social networks have become the main platform for communication and interaction. More-
over, social networks are a source of huge amounts of information and are widely used for
research purposes, marketing, various business tasks, tasks related to security at various
levels, recruiting agencies, etc. The use of such sources is not an easy process, and the prob-
lems that arise along the way require specialized technologies and tools. The main tasks of
software systems for analyzing data from social networks are: achieving an understanding
of the processes occurring in social networks (analysis and monitoring), as well as transfer-
ring the social network to the required state (forecasting and management).

Existing software tools used in the activities of companies in our country have a number
of shortcomings. Basically, such developments are foreign, the linguistic dictionaries of
which are poorly adapted to the specifics of the Russian and Kazakh languages; any situa-
tion is monitored manually, there is no practice of using Data Mining methods to process
the information array of streams.

As a result, the task of creating a software system for data analysis and monitoring
of social networks becomes relevant. The implementation of the software tool will allow
monitoring social networks and web resources, solving a wide range of business tasks in
real time: identifying reputational and informational threats, criticism, negativity, misinfor-
mation, tracking the mood of the company’s customers and responding to their complaints
and suggestions, fighting fraud, brand management, formation of new sales channels, etc.

Materials and methods of the study. Review of Existing Systems for Monitoring and
Analyzing Social Media Data. To date, there are quite a few tools for monitoring social
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networks and content analysis. The foreign market is represented by such systems as
TweetDeck, Hootsuite, PolyAnalyst, Socialmention and other analogues that allow using
social networks to solve a wide range of business problems. As for the market of Kazakhstan,
it is not richly represented by domestic developments in opinion monitoring. There are such
systems as iMAS, Alem Media Monitoring. Table 1 presents the functionality of software
systems.

Table 1 — Functionality of software products

Sales percentage, %
Compare parameter Proposed Alem.Me.:dia iMAS PolyAnalyst 1QBuzz
system Monitoring
Russian language support 100 100 100 0 100
Kazakh language support 100 100 100 0 0
English language support 100 0 100 100 0
Modeling social well-being 100 0 0 0 100
Analysis detail 100 0 0 0 0
Social media monitoring 100 100 100 100 100

As shown in the table, the systems have a number of disadvantages. In the considered
software systems, there are no modules for managing the tone dictionary for modeling social
well-being. All of the above systems have a number of disadvantages. Foreign systems do
not take into account the syntax of Russian and Kazakh languages and are aimed mainly
at foreign users. They, among other things, have a rather high cost, and free versions,
in turn, do not provide access to all the functionality of the program and algorithms for
finding information, which significantly reduces the efficiency for finding answers and user
comments.

The proposed software system for monitoring and analyzing data from social networks
will be implemented based on the use of the functionality of similar systems, and is primarily
aimed at research purposes, taking into account the syntax of the Russian and Kazakh text,
and will also be more accessible to users. The system will use: a semantic profile model,
machine learning algorithms, production model methods, which will make it possible to
build rules for assessing social behavior, and to perform a quantitative analysis of the tone
of the text.

The body. Outcomes. Sofiware system design concept. Functional Software Tool
Design. The context diagram of the software system model is shown in Figure 1.

The input is information converted by the function block. For this model, the input
information is social network data. The governing mechanism is the regulations of social
networks, dictionaries. The executing mechanisms are the system itself and the moderators of
the system. Various types of reports on public opinion, quantitative reports on the assessment
of the tonality of topics with monitoring visualization serve as output information .

The software system consists of three stages: «Data entry», «Data processing», «Report
generationy.
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Figure 1 — Context diagram of the software system model

Figure 2 — Decomposition diagram of the first level

Next, we will simulate the problem using UML. Figure 3 is a system use case diagram
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Figure 3 — Usage diagram

The system must use a database that will contain all the necessary data tables. Figure
4 shows an entity-relationship diagram, which is a data model and includes entities and
relationships that reflect the main business rules of the subject area.

The architecture of the designed system is based on a three-level model of a client-
server application (DBMS - graphical user interface - business logic).

Software system requirements. Functional requirements. The system must:

— Have the “Connector” module that allows you to configure connection settings to
Internet resources and APIs of well-known social networks from the resource catalog;

— Have a module «Linguistic constructor» that allows you to create a tonal dictionary
in Kazakh and Russian;

— Have the «Data Processing and Analysis Platform» modules that allow modeling
social well-being and building a quantitative analysis of the results of monitoring social
networks, processing data in order to determine the assessment of sentiment, using machine
learning algorithms;

— Have a module «Visualization generating reports» in PDF format and allowing you to
build graphical representations of the results of quantitative analysis;
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Figure 4 — Entity-relationship diagram

— The System should be able to respond to public publications or comments that are
displayed as a result of monitoring in a special section, without entering the specified social
networks. Also, from the public comments (mentions) displayed in the monitoring results,
it should be possible to create an internal task;

—The System should be able to collect feedback left on the company's mobile application,
hosted by the company in the Google Play /App Store application store. In the System, in
addition to collecting such comments, it should be possible to respond to them without
entering the Google Play / App Store application store.

— Work with texts in 2 languages (Kazakh, Russian);

— Determine the tone of the topic/text (negative, positive, neutral);

— Identify the profile of a participant in a social network by reading data on the
participant's profile; counting the participant's activity in the topic (the number of comments,
likes, reposts);

— Predict the behavior of society members, model social interaction;

— Calculate the index of social well-being of society.

Integration requirements.

The system must have built-in modules for connecting to the API of social networks
Vkontakte, Facebook, Twitter, as well as to the API of mobile applications in the Google
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Play and App Store. Monitoring in social networks should be carried out according to the
following rules:

1. Vkontakte:

— words or phrases;

— links;

— hashtags (prefixed with “#”)

— mention of any user/community page (with the “@” prefix);

— comments in the discussion on the personal page of the community;

— comments on the personal page of the community.

2. Twitter:

— words or phrases;

— links;

— hashtags (prefixed with “#”);

— mention of any page of the user (with the prefix “@”);

— tweets / publications / posts on the personal page of the user/community account.

3.Facebook:

— mentioning the user/community page in public publications/posts;

— mentioning the user/community page in public comments;

— comments on the personal page of the user/community.

Non-functional requirements (characteristics of the program and its environment). The
system must have the following characteristics:

—Dbe scalable. This is an obvious requirement for almost all large data processing systems.
As the volume of data increases, the speed of the system should increase;

— must be expandable. The number of data sources on the Internet is constantly
increasing. In addition, as the number of analytical tasks grows, so does the number of types
of data that need to be collected. Therefore, the system must be extended with handlers for
new data types;

— there must be a storage system. This is necessary primarily to ensure that the same
data is not collected multiple times.

User interface requirements:

— the appearance of the user interface and forms of interaction with the user should be
intuitive;

— the user interface should provide access to the internal functionality of the system, to
various digital content;

— the presence of a mobile version.

Information system security requirements:

— The system must have reliable means of protecting data from unauthorized access;

— system should have a security system at the level of best practices. The functionality
of the security system should provide: user identification; verification of the user's authority
when working with the system; differentiation of user access at the level of tasks and
information arrays in accordance with job responsibilities; blocking password guessing at
all entry points to the system

— the safety of information in the system must be ensured in the event of the following
emergency situations: — power failure, — software failure, — hardware failure, — database
destruction;
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— The system must have reliable means of protecting data from unauthorized access;

— the system must be operational 24 hours 7 days a week, downtime - no more than
20%.

Conclusion. Despite the fact that the foreign market is represented by a sufficient
number of tools for monitoring social networks and content analysis, there is a need for such
a system in Kazakhstan. There is a need to identify consumer opinions, identify reputational
and informational threats, criticism, negativity, disinformation, monitor the mood of the
company's customers and respond to their complaints and suggestions, combat fraud, brand
management, the formation of new distribution channels, etc. The projected system will
allow developing a new direction the market for software solutions for monitoring and
analyzing the opinions of social networks in order to obtain information on assessing user
perception of content and assessing the social well-being of society.
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KA3AK )KOHE OPBIC TUIJIEPTHIH EPEKIIEJITTHE BEUMIMJIEHTEH
IJIEYMETTIK KEJIJIEPAIH AEPEKTEPIH BAKBIJIAY )KOHE
TAJITIAY BAFJAPTAMAJIBIK )KYWUECTH JKOBAJIAY TOCLIJIEPI

byn makanaoa kazax oicone opvic miNOepiHiy epexuienikmepine Oetuimoencen  aieyMemmix
arceninepoeei depekmepoi manday dHcaHe MOHUMOPUHZIILEYee APHANAH 0a20aplaMANblK JHCYUEeHI HCo-
banay yoepiciniy cunammamacwl o6epineen. Conoau-ax, KapanauviM nauoalaHyubliap, Memiekemmix
opaanoap, KOMMePYUALIK YiublMoap, COHOAU-aK blIbIMU YUbIMOap NAtoaNanamyl JHCIHe dneyMemmiK
Jiceninepoi manoay meHn MOHUMopUHziieyee apHanizan Koa0aublCmagzol Jcylieniepee womy Heacaiobl.

Tyitin co30ep: aneymemmik diceli, aneyMemmix Hceli MOHUMOPUHSI, aleyMemmiK an-aykam, nauoa-
Janyubl Kabulioaysin 6a2anay, 6a20apramaiblk KAMMAMACsL3 eny HCyuect.

A. A. HMAHFBEP/BI, JI. JI. JIAY, P. H. MOJI/TALIIEBA?

'Eepasutickutl nayuonanvuwiil ynusepcumem um.JI.H.Iymunesa, Acmana, Kazaxcman
?Kazaxckuii acpomexnuyeckuii ynusepcumem um. C. Cetighyniuna, Acmana, Kasaxcman

MOJIXO/Abl K MPOEKTUPOBAHUIO ITIPOI'PAMMHOM CUCTEMBI
MOHHMTOPUHTA U AHAJIM3A JTAHHBIX COIIUAJIBHBIX CETEMN,
AJATITUPOBAHHOT'O IO CHENU®UKY KA3ZAXCKOI'O
N PYCCKOI'O SA3BIKA

ﬂaHH[lﬂ cmamus npedcmaeﬂﬂem cobotl onucanue npoyecca npoeKkmupoearusl npOZp(lMMHUIZ cucme-
Mbl AHATU3A OAHHLIX U MOHUMOPUH2A COYUATIbHBIX cemeﬁ, adanmuposal-moeo noo cneuuqbuky KAa3daxcKkozco
U pyccKoeco A3blKaA. Takorce npoeebeH 0630p cywyecmeyrowux cucmem, npumeHAaemvlx 00bIYHBIMU NOJIL30-
sameiimMu, 2ocydapcm6eHHblMu opeanamu, KOMMepUeCKUMU OPpcaHU3AyUuUAMU, d nmaKa#ce Hay4YHblmMu opeda-
HUuzayuiamu, u I’lpeaHab’Ha‘teHHblx 015l aHanu3a u MOHUMOPUHZA COYUATIbHBIX cemell.

Knrouesvie cnosa: coyuaiibHast cemv, MOHUMOPUHS COYUATIbHbLX cemeﬁ, coyuaibHoe camouyescmeue,
OYEHKA NoIb306AMeNbCKO20 60CNPULMUSL, NPOCPAMMHAA cCUcCmemda.



