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USING BLOCKCHAIN TECHNOLOGY FOR MONITORING
BUSINESS PROCESSES IN ERP SYSTEMS

Database protection is one of the most difficult tasks facing the departments responsible for ensuring
information security. On the one hand, to work with the database, it is necessary to provide access to
data to all employees who, on duty, must collect, process, store and transfer confidential data. On the
other hand, the expansion of databases does not always have a centralized architecture, and therefore the
actions of violators are becoming more sophisticated. Thus, there is no clear and precise methodology
for a comprehensive solution to the problem of protecting databases that could be applied in all cases; in
each specific situation, an individual approach has to be found. Blockchain technology can solve some
of these problems. The purpose of the study was to show the possibilities of blockchain technology for
tracking possible external and internal attacks on Control Systems and their databases. It is proposed to
combine and blockchain-based hashing methods in alphanumeric format and explore its application in
tracking and monitoring the sequence of business process transactions in ERP systems. A cyber attack on
transaction data in ERP systems will immediately affect the root of the Merkle tree, which can serve as a
signal that the system has been hacked. We show that blockchain, considered one of the most disruptive
technologies in various industries, certainly has the potential to apply and ensure the security of enterprise
management systems in the ERP format.

Key words: blockchain, information security, cyber attacks, distributed ledger, Merkle tree, ERP,
hashing.

Introduction. Cybersecurity is becoming increasingly important for both governments
and businesses. Information security, one of the components of cybersecurity, focuses on
protecting the integrity and confidentiality of data as it is collected, stored and used. Data-
related people, processes, and technologies work together to create and maintain security.

Currently, a large number of cyber attacks are successful for several reasons: they do not
depend on the location of the cybercriminal and the remoteness of the potential victim, as
well as time frames and time zones. A hacked IT environment can lead to business-critical
consequences, including damage to reputation and lowering the level of trust on the part of
customers, seizing valuable information, integrating virus and malware, and more, due to
the fact that organizations data can get into into the wrong hands. Infrastructure hacking is
also associated with financial risks: leakage of confidential information about the company
itself, its bank details and financial flows, confidential information of customers and sup-
pliers, as well as the outflow of customers and the loss of the organization’s unique innova-
tive developments, its competitiveness can significantly drop in the market. The situation
is complicated by the fact that the methods and tactics of attackers are constantly evolving.
Hackers are constantly adapting their attacks to new realities and technologies. Modern
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cyberattacks are automated as much as possible, which allows attackers to accelerate their
implementation and use artificial intelligence to increase the success of their implementa-
tion. The protection tools used today effectively fulfill their task of ensuring security - they
block typical attacks, but they are not yet perfect in relation to point, manual threats.

According to statistics for 2022, DDoS attacks, phishing and videoconferencing attacks
topped the list of cyber threats. However, other types of attacks bring no less problems to
both businesses and ordinary users.

Security should be both at the technical level, which includes all the necessary tools
to protect the infrastructure, and at the organizational level - company employees should
always be aware of the latest news in the field of information security and current tech-
niques of cybercriminals. Only a comprehensive and active approach to ensuring infor-
mation security will achieve a high level of security and keep confidential data within the
organization [1].

Regarding the blockchain: it is worth acknowledging that this is a rather familiar con-
cept, which initially surfaced when Satoshi Nakamoto introduced Bitcoin in 2008 [2]. It is
known that bitcoin is the most famous implementation of the blockchain, and in fact, it is the
implementation of the cryptocurrency. Nevertheless, blockchain extends beyond its associa-
tion with cryptocurrencies, as it serves as a foundational technology and framework for re-
cording currency transactions between untrusted participants. In present times, blockchain
technology, or its derivatives, is integrated into various domains beyond cryptocurrencies.
Numerous applications now incorporate blockchain technology, including energy trading,
healthcare, supply chain management, manufacturing, identity management, e-government,
and many more. This expansion highlights the versatility and potential of blockchain in
diverse industries and sectors [18,19].

Blockchain is a distributed ledger, referring to how a database is distributed among mul-
tiple peer-to-peer network participants without oversight of the process by a central author-
ity. When it comes to blockchain, the ledger is organized precisely as its name suggests — as
an ordered chain of blocks, with each block containing a sequence of transactions. A block
is essentially a structure comprising a header and a body that holds the transactions in a spe-
cific order. The blocks are timestamped and digitally signed by the entity that creates them.
These blocks are linked together to form a chain through a reference to the previous block.
The header of each block includes the cryptographic hash of the previous block, ensuring
the integrity and immutability of the entire chain. This linkage guarantees that any modifica-
tion to a previous block would invalidate subsequent blocks, making it extremely difficult
to tamper with the data without detection. The first block in a blockchain, which initiates
the chain, is referred to as the «genesis block» [3]. It serves as the foundation upon which
subsequent blocks are added, creating an unbroken chronological sequence of transactions.
This structure of ordered blocks, with cryptographic linkage and timestamping, establishes
the core characteristics of a blockchain, enabling secure and transparent record-keeping
across a network of participants. (Fig. 1).

Indeed, in blockchain technology, the ledger is distributed among participants in a de-
centralized network, eliminating the need for central control. In public, non-permissioned
blockchains, all network participants possess a copy of the ledger. However, in other types
of blockchains, which may be more complex or restrictive, subsets of participants may
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Figure 1 — Blockchain as a chain of blocks

hold different ledgers. Hyperledger Fabric serves as an example of a restricted blockchain
technology that allows nodes to be segregated into different channels, with nodes in the
same channel maintaining identical copies of the ledger. This segregation ensures privacy
and data segregation within the network [4]. While the distribution of ledgers among par-
ticipants raises concerns about ledger synchronization and the potential for participants to
promote their own versions of the ledger or transactions, blockchain employs consensus
mechanisms to address these issues [20].

Consensus mechanisms are protocols that enable participants in a blockchain network
to agree on the validity and order of transactions. These mechanisms ensure that all partici-
pants reach a shared consensus on the state of the ledger. Common consensus mechanisms
include Proof of Work (PoW), Proof of Stake (PoS), Practical Byzantine Fault Tolerance
(PBFT), and more [5]. By requiring participants to agree on the validity of transactions and
the order in which they are added to the ledger, consensus mechanisms prevent individual
participants from manipulating the ledger for personal gain. Consensus ensures that any
changes to the ledger are agreed upon by a majority of participants, maintaining the integ-
rity and trustworthiness of the blockchain system [6,21]. The proof of work mainly consists
of solving a computationally complex problem (related to the block itself) as a condition for
inserting the block into the chain. Blockchain participants compete to solve this problem
in exchange for a reward. The problem is difficult to solve, but easy to check so that other
participants can easily check the solution of the problem and agree on a new block. This
algorithm guarantees consensus as long as no single participant has more than half of the
computing power of the network due to high power consumption. This high power con-
sumption and wastage of computing power is causing blockchain networks like Ethereum
to migrate to lighter consensus algorithms like Proof of Stake [7,22].

The most commonly used cryptographic function in Proof of Work is the hash. The hash
or hash function is one of the main components of modern cryptography and the blockchain
algorithm. Hashing is the transformation of any amount of information into a unique set of
characters that is unique to this array of incoming information. This set of characters will
be called a hash.

The hash function has several required properties:

— The hash is always unique for each piece of information. However, sometimes there
are so-called collisions, when the same hash codes are calculated for different input blocks
of information.



Tursynkhan A. M. e. a. Using blockchain technology for monitoring Business processes ... 121

— With the slightest change in the input information, its hash changes completely.

— The hash function is irreversible and does not allow restoring the original array of
information from a character string. This can be done only by sorting through all possible
options, which, with an infinite amount of information, requires a lot of time and money.

— Hashing allows you to quickly calculate the desired hash for a sufficiently large
amount of information.

— The algorithm of the hash function, as a rule, is made open so that, if necessary, it is
possible to evaluate its resistance to restoring the initial data using the issued hash.

— A hash function must be able to convert any amount of data to a number of a given
length [8].

The use of hashes in blockchain helps guarantee the integrity of the transaction chain
and protects it from unauthorized modifications. Each block in the blockchain contains a
hash that represents the data within that block. This hash is calculated based on the data’s
contents using a cryptographic hash function. Any alteration in the data would result in a
different hash value, immediately signaling that the data has been tampered with. The dis-
tributed nature of blockchain makes it highly resistant to hacking attempts. When a network
participant, known as a miner, discovers a hash solution that meets certain criteria, they can
assemble a new block and broadcast it to the network. Other participants can then verify
the validity of the block by checking its association with the previous block and confirm-
ing that it satisfies the network’s required properties. Consensus is achieved when all par-
ticipants have the same set of blocks, forming the longest blockchain [9]. Hashes are also
instrumental in verifying data integrity and facilitating the cryptographic signature process.
By generating hashes of data and comparing them, the integrity of the data can be verified
without revealing the original content. Additionally, cryptographic signatures utilize hash
functions to provide authenticity and non-repudiation, ensuring that the data or transaction
was indeed generated by the claimed party. When constructing a blockchain architecture,
the default structure typically consists of blocks linked together in a sequential chain, with
each block containing a hash of its data and a reference to the previous block, establishing a
secure and tamper-evident record of transactions[10]. If it builds a blockchain architecture,
then by default it looks like this (Fig. 2).

Thus, the benefits that can be obtained using the blockchain are obvious. What makes
us accept a network with such a load of processing and redundancy? All this complexity
is necessary to create a decentralized network consisting of many participants who reach a
common consensus without the intervention of a central authority; create a transparent and
immutable ledger that you can check yourself; establish a contract without the intervention
of a notary (in fact, applications running on the blockchain are known as smart contracts)
[23]. And all these goals are achieved with a sufficient level of reliability and availability.
At the same time, blockchain does not solve all problems. This is not a suitable solution for
systems managed by a single central authority, or for storing data whose integrity and origin
are irrelevant. This is a new paradigm that provides deterministic contract performance and
data integrity in the registry with full guarantees and without third party interference.

Research methodology and results. Once blockchain technology has been imple-
mented, the focus is on fulfilling the information security properties that it provides. By
focusing on data integrity, the blockchain ledger is immutable. Each transaction in a block
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Figure 2 — Architectura of system

is cryptographically signed by its sender, each block in the blockchain is cryptographically
signed by its miner, each block contains the hash of the immediately preceding block, and
all participants in the blockchain network reach consensus on the chain. In order to change
a single transaction on the blockchain, an attacker must change each subsequent block ac-
cordingly, solve the consensus problem of this block and subsequent blocks, and convince
more than 50% of the network participants to accept the new chain. This situation is almost
impossible due to the properties of hashing and the amount of computing and electrical
power required to achieve this goal. Blockchain is resistant to hacking, and integrity is its
greatest advantage [11,24].

Consider an application of a Merkle tree that uses hashing to transform large amounts of
information into a single string. This allows you to prove that the transaction was included
in a large data set. The technology is named after Ralph Merkle, who proposed it in 1987. A
binary Merkle tree is a data structure that is created by combining hashes [12].

The construction of a Merkle tree involves the following steps (Fig.3):

— Calculate Transaction Hashes: Start by calculating the hash of each individual transac-
tion in the block. For example, hash(L1), hash(L2), hash(L3), and so on, where L1, L2, L3
represent the transactions.

— Pairwise Hash Calculation: Combine the hashes in pairs and calculate the hash of their con-
catenation. If the number of transactions is odd, duplicate the last transaction and add it to itself
before pairing. For example, calculate hash (hash(L1) + hash(L2)), hash(hash(L3) + hash(L3)),
and so on. This ensures an even number of elements at each level of the Merkle tree.

— Repeat Hash Calculation: Repeat the pairwise hash calculation process with the newly
generated hashes from the previous step until you reach a single hash known as the Merkle
root. The Merkle root represents the top-level hash of the Merkle tree and serves as a cryp-
tographic proof of the integrity and order of all transactions in the block. The value of the
Merkle root is included in the block header.
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Figure 3 — Merkle tree

A hashing variant is proposed, where each block is formed with an alphanumeric code,
where the numerical coefficients will be formed according to the simplest hashing principle
as the sum of the initial data from those included in the hash. The literal content of the block
will be formed depending on the serial number of this letter in a particular alphabet (for
example, in Latin). For example (Fig.4):

Thus, each step will convert not only the numerical coefficient, but also its literal com-
ponent. In this case, when building a Merkle tree, the main task is not so much to encrypt
block data, but rather to track the sequence of transactions. At the same time, one should
not forget that modern complex ERP systems, such as Oracle, SAP and others, use transac-
tions with an alphanumeric code to form business processes of various modules, which can
allow tracking the irreversible sequence of a transaction using the proposed alphanumeric
hashing based on blockchain. This implies the need to provide an unambiguous relationship
between alphanumeric hashing and alphanumeric encoding of transactions in the process of
functioning of the ERP system [13,14].

It must be understood that the Merkle Root is responsible for summarizing the data
present in specific transactions, all of which is stored directly in the block header [15]. This
method maintains data integrity. In the event that at some point one detail in a transaction is
changed, the Merkle root will automatically change along with it.

The integrity of the transaction is easy to verify in no time. Due to the way the data
is structured, the validation process requires very little memory usage and the processing
power required is greatly reduced.

Since blockchains are usually composed of hundreds of thousands of blocks, each of
which can contain up to several thousand transactions, two main problems appear: memory
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Figure 4 — Merkle tree in our version

size and computing power. Every node in the network would maintain a complete copy of
a transaction that ever took place on the blockchain if Merkle trees were not used on the
blockchain. The node would have to compare each record line by line when verifying the
transaction to make sure they match the network records exactly. Network security can be
compromised if there is any discrepancy between the two. To compare the records and make
sure that there were no changes, the computer would need much more processing power.

Merkle trees, on the other hand, offer a solution to this problem by drastically reducing
the amount of data you need to have on hand. They hash each entry in the registry, effec-
tively separating the data itself from the evidence supporting it [16]. Without knowing each
individual TXID in a block, you can check the TXID using a merkle root with a hash tree.
A Merkle Tree is a great way to show part of the data without having to download the entire
set. Therefore, less processing power is required to verify transactions.

Conclusion. As a result of the study, an alphanumeric hashing scheme using a modi-
fied Merkle tree is proposed. Moreover, the literal part of hashing must not only be taken
into account, but a logical, analytical justification should be brought under it. There is also
a rational basis for the relationship between alphanumeric hashing and alphanumeric en-
coding of transactions during the operation of an ERP system. This approach can provide
some security in tracking irreversibility and monitoring possible cyber attacks that violate
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and distort the merkle tree root. This will ensure control over a clear sequence of transac-
tions and their appropriate coding in the main business processes of the ERP system [17].
In this work, the methods associated with ensuring security were used, while the blockchain
technology does not have direct access to cryptocurrencies, but goes to a different level and
field of application.
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ERP )KYHUEJIEPTHJIETT BUSHEC-ITPOIIECTEPII BAKBLIIAY
YIIIH BJIOKYEHH TEXHOJOTUSACHIH KOJITAHY

Mbanimemmep KopvlH Kopeay — aknapammolk Kayincizoikmi Kammamacwl3s emyee Hcadyanivl
bonimwenepdiy anovinoa mypaH ey Kypoeni minoemmepoiy Oipi. Bip owcasvinaH, depekmep KOpbIMeH
JHCYMBIC ICMEY YULTH Ke3eKWINIK Ke3IHOe KYynusi 0epekmepoi HCUHAYea, oyoeyee, CaKmayad dcamne bepyee muic
bapnvlK Kblzmemkepiepae 0epeKmepaee KOAHCeMiMOLIKmi Kammamacel3 emy Kasxcem. Exinuii dcagvinan, Oe-
pexmep KOpbiH KeHelmy apKauian OpmanslKmanoblpuLi2an apxumexnypaza ue 6oaa bepmetioi, CoHObIKman
oy3ywbLIapobly apekemmepi Kypoenipex 6onaovl. Ocvlaatiua, dapivlk dxcazoaiiapoa Kondanyea bona-
MblH MaEMemmep KOPblH KOP2ay MaCeleCiH KeuleHOl uleulyOiy HaKmbl HCaHe MYpakmsl 20icmemect JHcok,
apbip Hakmol KHcaz0auioa dceke macindi mady Kepex. Biokuelin mexHon02UACsl 0cbl Macenenepoiy Keubipin
wewe anaodvl. 3epmmeyoiy maxcamvl dbackapy scylenepine ducane 01apovly 0epPeKKOPAAPbIHA bIKMUMAT
CHIPMKbL HCIHE [UKT UAOYBLIOAPObL ODAKBLIAY YULiH OIOKYEH MEXHOI02UACBIHbIH MYMKIHOIKMEPIH Kopcemy
6010b1. Opinmik-yugpivik opmamma Or0Kuelin He2izindeel Xauune aoicmepin Oipikmipy ocone ERP
Jrcytienepindeci OusHec-npoyecmepoiy MpaH3aKYUsLIAPLIHbIY PeMMmMinicin Kadaganay siane OaKwliayod
Konoanyowsl sepmmey ycwinvliaowvl. ERP ocyiienepindesi mpanzakyus depekmepine kubepuabyvin Merkle
ARAUILIHBIY MAMbBIPLIHA 0epey acep emedi, Oy Jcylie OY3blI2aHOblebl MYPabl CueHal bona anaovl. biz
apmypai cananapoagol ey cepnindi mexHono2usLapobly Oipi 6onvin canaramoln 6n0kyelnniy ERP ¢op-
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MAmvlHOA KICINOPLIHObL OACKAPY HCYUENePiH KONOARY JHCaHe KAVINCI30IKmi KAMMAMACyL3 emy MyMKIHOI2I
bap ekeHin Kopcememis.

Tyitin ce30ep: Onokuelin, aknapammolk KAyincizoik, Kubepuabyvlioap, mapamliean peecmp,
Merkle azawvt, ERP, xouume.
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Kaszaxckuil nayuonanvusiil ynugepcumem um. ano-QPapabu, 2. Anmamol
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HCIOJIb30BAHUE TEXHOJIOT MU BJIOKYEWH JIJIs
MOHUTOPHUHI'A BUSHEC-ITPOLHECCOB B ERP-CUCTEMAX

3awuma 6a3 0annwix s6751€MCS OOHOU U3 CAMBIX CLONCHBIX 3A0Ad, CIOSUUX Neped NoOPa30eieHuUs -
MU, omeeyarowumy 3a obecneverue ungopmayuorrou desonacrocmu. C 00HOU cmopoHsbl, O pabomsl
¢ 6a301l HeoOXOOUMO NPedoCmasisineG 0OCMYNn K OAHHbIM 6CeM COMPYOHUKAM, KMO NO 002y CILyHCObl
QoJHCeH OCcyujecmenams coop, 0opabomxy, Xparerue u nepedady KoHguoeHyuarbHuix oannvix. C opyeotl
CMOponbL, YKpYnHeHue 6a3 OaHHbIX 0aleKo He 6ce20d umeen YeHmpaiu3oeaHHylO aApxXumekmypy, 6 cesasu
€ yem Odelicmsus Hapywiumenel cmanosamcs éce bonee uzowpennvimu. Takum obpazom, 4emkou u ACHOU
MEMOoOUKU KOMNIEKCHO20 peuenus 3a0a4u 3auumsl 6a3 OAHHbIX, KOMOPYIO MONCHO ObL10 Obl NPUMEHSNb
60 8CeEX CIVUAAX, He CYUecmByem, 8 KalcOOu KOHKPeMHOU CUMyayu npuxooumcs Haxooums UHOUSUOY-
anbHwlll n00xo0. Texnonoeus ONLOKYEUH MOdICEN pewums Hekomopble us smux npoonem. Llenv uccnedo-
8AHUA COCMOANA 8 MOM, UMODbl NOKA3AMb BO3MOICHOCTU MEXHON02UU ONOKYEUH Ol OMCIeHCUBAHUS
B03MOIICHBIX BHEWHUX U GHymMpeHHux amak na Cucmemvl ynpaenenus u ux 6azvl 0annwvix. Ilpeonraeaemcs
00beOUHUNb U MEMOObl XIUIUPOBAHU HA OCHOGe ONOKUElHa 6 OYKGEHHO-YUCTIO80M (opmame U uccie-
008aMb €20 NPUMEHEHUE 8 OMCIENCUBAHUL U MOHUMOPUH2E NOCIE008AMETbHOCIU MPAH3AKYULL OU3HeC-
npoyeccos 6 ERP cucmemax. Kubepamaka na oanHvle no onepayuam ¢ ERP cucmemax cpasy ompazumcs
Ha Kopre depesda Mepkaa, 4mo mModicen Cayicums CUSHALOM, YO CUCIEMA NOOBEP2IACH GHEUHEMY 3110~
My. Mol noxaszvieaem, umo On0KuelH, CHUMAOWULICS 0OHOU U3 CAMbIX NPOPBIGHBIX MEXHONO2UL 8 PA3HbIX
ompacasax, 6e3ycioeno, 0oaadaenm nomeHyuaiom s NPUMeHeHUs U obecneyenus: 0e30naAcHoCmu CUcmem
ynpasneHus opeanuzayuil 6 popmame ERP.

Knroueswvte crnosa: 6noxkueiin, unghopmayuonHas 6e30nacHocms, KUbepamaku, pacnpeoesieHHblil pe-
ecmp, 0epeso Mepxna, ERP, xewuposarue.



