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ANALYSIS OF MULTI-FACTOR AUTHENTICATION SOLUTIONS

This article analyzes open-source multi-factor authentication (MFA) solutions. Research on adapting
the MFA solution is given, this research will help businesses to provide security in the implementation
of remote work. This article discusses 5 open-source MFA solutions, functionality, advantages and
disadvantages. For Small and Medium-sized Businesses (SMBs), using a multi-factor authentication
(MFA) solution is an important element of security. MFA is an authentication method that requires several
forms of authentication before a user can access a system or application. For SMBs, using MFA helps
protect their business from cyberattacks, including phishing, network traffic interception and password
cracking. In addition, the use of MFA helps to comply with regulations such as GDPR and HIPAA, which
require companies to ensure data security.

In general, the use of MFA helps to protect important information and reduce the risks of security
breaches, which can lead to financial losses, reputational problems and loss of customer confidence.

Key words: MFA, 2FA, LDAP, AAA, RADIUS, authentication system authorization and event
accounting, multi-factor authentication, open source solution.

Introduction. This article focuses on the top 5 open-source MFA solutions. Technology
is changing rapidly, so we will need to adapt open-source MFA solutions. Multi-factor
authentication (MFA) is a method and technology that will be used to verify the identity
of the user. At least two or more types of credential categories are required for users to be
able to log in or perform a transaction. A successful combination of at least two independent
accounting data is a requirement of the MFA method. It usually combines one of the
following three categories of credentials:

What the user knows: the password or the passphrase?

What a person has: a security badge, a key fob or a SIM card?

What the user is: biometric data such as fingerprints, retina or iris, voice or facial
recognition?

MFA requires a user to provide two or more verification factors in order to access a
resource, such as an application or an online account. MFA requires one or more additional
verification criteria in addition to username and password, which reduces the likelihood of
a successful cyberattack. Publicly available code is considered “open source”. In addition,
open-source tools and solutions are more secure because the code can be checked and veri-
fied by anyone.

Experimental. Gluu Casa. Gluu Casa is an open-source, self-service multifactor au-
thentication to enhance your digital identity. It’s revolutionary. Casa provides a single con-
trol point for end users to view, log and delete MFA credentials. It also comes with hardware
tokens, software tokens, commercial services (such as Duo), social media login, biometrics
and mobile devices. It is also expandable. When any new authentication technologies be-
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come available, you can download plugins to use in your organization with Casa [1].

Gluu Casa provides advanced multifactor authentication, such as adaptive authentica-
tion, location-based authentication, and trusted browser.

Benefits of Gluu Casa:

1. Deploying cloud technology

2. Casa is the right choice for you if you like Kubernetes or services like Amazon EKS,
Google GKS or SUSE Rancher. Casa supports cloud deployments using standard tools such
as Helm. It also supports several server databases, including LDAP, Couchbase, RDBMS,
Amazon Aurora and Google Spanner.

3. Apply strong authentication

4. Only the right person on the right device can have access to the apps. By locking your
front door, you can increase the security of your business. Casa offers the OpenID Connect
API as an interface, as well as the standard JWT «id_token». It can also be used to enforce
policy.

5. No more password resets

6. Even without contacting customer support or compromising account security, users
can seamlessly register, manage, and delete passwordless credentials on all their devices.
The organization's MFA is as reliable as the weakest working account recovery process!

Ory. Ory is the largest open-source MFA solution community in the world of cloud soft-
ware application security. It will manage and authenticate users, set, and check permissions,
protect your APIs, applications, data, and more. It has an ecosystem of services with clear
boundaries that address authentication and authorization issues.

Advantages of Ory:

1. Solid protection

2. Ory offers strong protection against hacking attempts, such as keyloggers and brute
force attacks. If an attacker manages to compromise credentials, this information will not be
enough to gain access to the account.

3. Convenient user management

4. It provides seamless user management by providing identifiers, storing user informa-
tion, customizing authentication methods, and using a headless API.

5. Fully flexible

6. It is flexible enough in terms of authentication, authorization, access control and del-
egation to meet the changing needs of your business [2].

ForgeRock. ForgeRock is an open-source identity solution provider that offers MFA
capabilities. It is a digital identity platform designed for any cloud environment that gives
users the freedom to perform identification and access activities themselves. This solution
improves user interaction and productivity while delivering results without compromising
cybersecurity threats. This solution can reduce organizational costs by providing the right
level of access to all systems and users at the right time, allowing users to control their pro-
file, password and privacy settings.

Benefits of ForgeRock:

1. Implementation of a wide range of authentication measures

2. Various authentication measures, such as secure multi-factor authentication (MFA) or
two-factorauthentication(2FA)methods,areimplementedby ForgeRockAccessManagement.
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Solutions range from simple, password-free options to social media login, to the most se-
cure biometrics and NIST 800-63 assurance level requirements.

3. One platform, any cloud

4. ForgeRock offers a variety of flexible options, such as on-premises, cloud or hybrid
deployments. It also provides a variety of DevOps tools so that developers don't have to
spend the effort of creating their own tools to move configurations between environments
[3].

5. API Security to protect against malicious activity.

6. Cybercriminals are also targeting unsecured APIs. Its Identity Gateway is used to
monitor API traffic, limit traffic volume, and detect anomalies to keep services running and
protect against hacks and distributed denial of service (DDoS) attacks.

PrivacyIDEA. PrivacyIDEA is an open-source solution that provides a wide range of
different authentication technologies, including MFA. It comes with a powerful and flexible
policy structure that allows you to tailor PrivacyIDEA to your needs. Unique event handler
modules allow you to build PrivacylDEA into existing workflows or create new workflows
that best fit your scenario. It also works well with others and integrates with identity and
authentication solutions such as FreeRADIUS, simpleSAML, Keycloak or Shibboleth. This
flexibility may be the reason why organizations such as the World Wide Web Consortium
and companies such as Axiad use PrivacyIDEA [4].

Benefits of PrivacyIDEA:

1. Cloud Protection

2. PrivacyIDEA offers various flexible options, such as on-premises, cloud, or hybrid
deployment. It protects your organization's data by preventing the wrong users from access-
ing it. Only the right person can provide access to the right device.

3. Accelerate the payback time

4. PrivacyIDEA supports several geographic regions around the world. Increase
speed and simplify your organization's response to global service needs with automated
deployment. This will reduce the complexities associated with geographic compliance. To
achieve performance and operational goals for development, testing, or production, you can
customize, and scale deployments as needed. It even has regional configuration options to
help you comply with geographic or regulatory restrictions.

5. Ease of use and operation [5]

6. PrivacylDEA realizes that the initial purchase costs are only part of the total cost of
implementing the solution. So, they designed the deployment architecture for scalability
and ease of maintenance. Upgrades shouldn't stop you in your tracks and require operating
budgets far more than your initial investment. No questions should arise, technical specialists
are always available and guarantee a timely response.

Authentik. Authentik is an open-source identity solution provider that offers MFA ca-
pabilities. Particular attention is paid to flexibility and versatility. Even in an existing en-
vironment, you can use authentik to add support for new protocols, implement logging/
recovery, etc. in your application to avoid problems with it and more.

It has some useful features, such as a proxy you can use in a cluster to add authentication
to services, or things like monitoring panels without a password (Longhorn, etc.) [6].

Benefits of Authentik:
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1. Suitable for changing business needs

2. Authentik is highly flexible, which means you can easily adapt to the changing needs
of your business. It can be configured for all users, including employees, customers, and
partners. This eliminates the need for multiple passwords, simplifies the login process and
improves user interaction.

3. Enhances security — Authentic's open-source multifactor authentication is the most
effective security tool for protecting local and public cloud data.

4. Easy to use — Authentic has simplified the authentication process by providing easy
access control [7].

Result and discussion. After a brief review, let’s delve into the architecture of one of
them, more specifically about PrivacyIDEA.

PrivacyIDEA is a system used to manage devices for two-factor authentication. Using
PrivacyIDEA, you can enhance your existing applications, such as local login, VPN,
remote access, SSH connections, access to websites or web portals, with a second factor
during authentication. This increases the security of your existing applications. Originally
OTP tokens, but other means of authentication such as SSH keys have been added. Other
concepts emerge, such as machine processing or certificate registration. PrivacyIDEA is a
web application written in Python based on the flask micro framework. You can use any
wsgi web server to run PrivacyIDEA. For example, it could be Apache, Nginx or even
werkzeug. The device or item used for authentication is still called a “token. All information
about tokens is stored in an SQL database, and you can choose which database you want to
use. PrivacylDEA uses SQLAIchemy to map the database to internal objects. So, you can
choose to run PrivacyIDEA with SQLite, MySQL, PostgreSQL, Oracle, DB2 or another
database [8].

PrivacylIDEA provides a clean REST API. Administrators can use the web interface or
the command line client to manage the authentication devices. Users can log into the web
interface to manage their own tokens. Authentication is done through API or certain plugins
for FreeRADIUS, SimpleSAMLphp, Wordpress, Contao, Dokuwiki ... either provide default
protocols such as RADIUS or SAML or integrate directly into applications. Because of this
flexibility, there are also many ways to install and configure PrivacylDEA.

As already mentioned PrivacylDEA can be integrated with a Directory Domain, using
the LDAP protocol, so it can add users directly from AD(Active Directory). Figure 1 shows
an example of adding an LDAP Resolver. LDAP is used here, but you can also use a secure
version of LDAPS. Then you have to import the certificates. Here you need a user account
with read privilege for domain users. At the bottom you can select an entire domain or filter
them by group.

Figure 1 shows all the available authentication methods, and here we usually use TOTP
and HOTP methods in production. The most used method is TOTP, which calculates OTP
(One Time Password) based on time. And it changes by default every 60 seconds. This
method is now considered relatively safe.

PrivacyIDEA has a module FreeRADIUS, and with it he can integrate different network
devices and NAD (Network Access Device). Figure 2 shows adding the RADIUS client to
FreeRADIUS. Only after adding PrivacyIDEA will work with it, it’s like adding to trusted
devices.
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Figure 1 — Adding remote users

Figure 2 — Available methods in PrivacyIDEA

As an example of a RADIUS client, we took the next generation firewall (NGFW)
FortiGate, and Figure 3 shows adding the RADIUS server FreeRADIUS to the FortiGate.
FortiGate can further use this RADIUS server in the Remote Access VPN settings or in
policies, etc.



Alimzhanova Zh. M. e. a. Analysis of multi-factor authentication solutions 35

Figure 3 — Adding a RADIUS client

After adding a RADIUS server, you can use various built-in utilities to test the connection
between the RADIUS server and the client. In Figure 4 you can see that the connection status
is set, but in the bottom field shows incorrect credentials. It shows this way because after the
first authentication login and password, our RADIUS server asks for a second factor for this
user, because multifactor authentication is already configured for this user.

Figure 4 — Adding a RADIUS server
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Figure 5 — Checking communication with the AAA server

Therefore, the answer is incorrect OTP is normal, because, it is a graphical utility only
allows you to send the first factor login and password (Figure 5).

Conclusions. This article analyzed several open-source multifactor authentication
solutions to evaluate their advantages and disadvantages. It was found that each of the
considered methods has its strengths and weaknesses, as well as certain limitations that
may reduce its effectiveness in certain conditions. The use of multifactor authentication
generally improves system security and recommend choosing the most appropriate and
effective methods based on specific requirements and needs. Thus, the article provides
valuable information for developers and information security professionals who are
interested in using open multi-factor authentication solutions to improve the security of
their applications and systems. All the open-source MFA solutions mentioned above are the
most popular MFA solutions available on the market and are widely used.
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KOII ®PAKTOP/IbI AYEHTU®UKALNA LHEINIMIAEPIH TAJLIAY

Makana awwlx 6acmanksl koovl doap Multi-factor authentication (MFA) wewimoepin manoayza
apHanean. MFA wewimin 6etiimoey OotiviHuia 3epmmeyiep KeimipineeH, Oy sepmmeyiep KacinopblHoapea
KAQUIKMAH JICYMbLC [cmey KesiHOe Kayincizoikmi kammamacwvls emyee komekmecedi. bByn maxanada
5 awwiy b6acmanxbr MFA wewimnoepi, GyHKyuonanovievl, apmulKWbLILIKMApbl MeH KeMuinikmepi
Kapacmoipwiiaowl. [llazein ocone opma ousnec ywin Small and medium-sized Businesses (SMB) xon
gaxkmopner aymenmuurayus wewimin (MFA) natidanany kayincizoikmiy mMaybiz30bl 1eMeHmi 601bin
mabwiiaovl. MFA — natidananywsl gicytiece Hemece KOnOanbaza Kipmec OYpoiH aymeHmMupUKayusHbly
OipHewie mypin Kaxcem ememin aymenmugpuxayus a0ici. SMB ywin MFA natidanany onapoviy 6usHecit
Quwune, dsceninix mpagukmi ycmay dcane Kynusi co30epoi 6y3y cuskmol KUOepuadyvblioapoan Kopeayea
rkemexmeceodi. Convimen kamap, MFA-nvl navioanarny GDPR scane HIPAA pemmeynepiniy caiikec kenyine
Komexmeceoi, Oy 63 Ke3e2inde KOMNAHUSAAPOaH depeKkmepoiy Kayincizoiein Kammamacsls emyoi manian
emeoi.

JKannvl, MFA Konoany manwi30bl aknapammel KOp2ayea JdcaHe Kayincizoikmi Oy3y Kaynin azaimyea
Kemexkmecedi. Byn Kapicolnblk wbl2blHOapa, 6edendi macenenepee i caHe KIueHmmepoiy CeHiMiH
2ACO2ANMYea IKENYi MYMKIH.

Tyitin co30ep: MFA, 2FA, LDAP, AAA, RADIUS, oxuzanaposi aymeHmu@ukayusiay sHcoHe ecenke
any Jcytieci, kon haxmopnvl aymenmuurayusl, auiblk OACmMankpl wewim.
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AHAJIN3 PEIIEHUI MHOT'O®AKTOPHOM AYTEHTU®UKALIUA

Cmamus nocssiwena ananuzy pewenusm Multi-factor authentication (MFA) ¢ omkpoimvim ucxXooHviMm
kooom. IIpusedenvt ucciedosanus no adanmuposanuto peuwienuii MFA, dannvie ucciedosanus nomo2ym
npeonpusimusam obecneuusams Oe30naACHOCHb NPU peanu3ayuu yoaieHHou pabomsel. B cmamve paccma-
mpusaiomesi 5 pewenuii MFA ¢ omKpbimslm UCXOOHBIM KOOOM, (IYHKYUOHALbHOCb, NPEUMYWECmEd U
Hedocmamxku. [{na manvix u cpednux ousnecos Small and Medium-sized Businesses (SMB) ucnonv3osanue
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pewenusi mnozogpakmoprou aymenmudurayuu (MFA) sigrisiemces 6ad)cnvim snemenmom 6e30nacHoCmu.
MFA — smo memoo aymenmugurayuu, Komopwviti mpedyen HecKOIbKUX hopm nposepKu NOOTUHHOCMU,
npesicoe uem nonb308amenb CMOJiCem Noayyums 00Cmyn K cucmeme unu npunosicenuio. /s SMB ucnono-
306anue MFA nomoeaem sawumums ux OusHec om Kubepamar, Ku0UAs UULUHS, NEPEXean Cemeozo
mpacgpuxa u e3nom naponei. Kpome moeo, ucnonvsosanue MFA nomozaem coomeemcmeogams pecyiu-
posanuam, makum kak GDPR u HIPAA, komopbie mpebytom om KomMnauuti obecnederus: Oe30nacHocmu
OAHHBIX.

B yenom, ucnonvzosarnue MFA nomocaem 3auumums 6axCHy0 UHGOPMAYUIO U CHUSUMb PUCKU HA-
PpyuteHust 6e30nacHOCmL, YMo MOAICEN NPUSECTU K (PUHAHCOBLIM NOMEPSIM, PENYMAYUOHHbIM NPOOTIeMam
u nomepe 006epusi KIueHmos.

Knruesvie cnosa: MFA, 2FA, LDAP, AAA, RADIUS, cucmema aymenmugpurxayuu asmopusayuu u
yuema codvimuil, MHO20GAKMOPHAs AYMEHMUDUKAYUS, peuleHUe C OMKPbIMbIM UCXOOHBIM KOOOM.



